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Abstract

The PROTECT-CHILD project aims to develop a federated data infrastructure
framework that integrates clinical and genomic data to improve the use of secondary
data, particularly for pediatric liver and kidney transplantation. To achieve this, it is
necessary to address challenges in data management and data exchange, including
the management of complex genomic data, privacy, legal and ethical requirements,
and the integration of data from diverse sources. To ensure that the platform
addresses key challenges and remains usable for its intended users, we engaged
several key stakeholders (e.g., clinical experts and healthcare providers, IT and
technical teams, and data governance and compliance experts).

The present document describes the process of iteratively defining and evaluating
high-level functional and non-functional requirements and the process of transforming
such requirements into User Stories to inform the future PROTECT-CHILD platform.
Such a process defines an initial architecture (from the perspective of the key
stakeholders) and investigates how data and metadata architecture should be
organized in terms of requirements, and how to enable interoperability. Specifically,
the present document reports the outcomes of four main activities:

1. Literature review: Systematic definition of an initial list of requirements.

2. Survey with key stakeholders — Revision and extension of requirements in a
user-centered modality.

3. Focus group with key Stakeholders — Co-design and co-exploration of
requirements and expected challenges in usage and potential solutions.

4. Generation and Embedding of User Stories - Refinement of requirements to
feed user stories, expert analysis of the stories, and embedding of stories in a
low-level interactive Prototype on Figma (see http://tiny.cc/m6vj001) to enable
visualization, interaction, and discussion with end-users and stakeholders of
the functionalities and the requirements to feed the data model.

5. Workshop with data users - Refinement of user stories, testing a prototype
based on a prior project.

Statement of originality

This deliverable contains original unpublished work except where clearly indicated
otherwise. Acknowledgement of previously published material and of the work of
others has been made through appropriate citation, quotation, or both.
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The PROTECT-CHILD project aims to build a federated digital system that securely
manages and analyzes pediatric clinical and genomic data for transplantation across
the EU. This deliverable describes several activities undertaken to define high-level
user requirements, both functional and non-functional, that will inform the platform’s
design, development, and deployment. The deliverable is connected to the Project
Objectives as indicated in Table 1.

Table 1. Deliverable context

Project Objectives Stakeholders' involvement, co-design, and definition of key
requirements from the perspective of stakeholders, including
data and metadata utilization, (multi-standard) interoperability,
and overall expected architecture of functionalities and
relationships among functionalities of the future Protect-Child
system.

Exploitable Results Results are going to be used iteratively to improve
requirements, define functionalities, and identify issues to
ensure data exchange and interoperability.

Workplan The next 6 months of activities will consolidate the current
User Stories to implement final requirements and indications
about the architecture

Milestones None
Deliverables High-Level Requirements and User Stories
Risks Non foreseeable

Background and objectives

Rapid advancements in genomic technologies have opened new frontiers in transplant
research. However, the full potential of these technologies is limited by fragmented
data ecosystems and infrastructural, ethical, and regulatory barriers. The project
addresses these gaps by defining requirements for a platform that balances technical
innovation with legal, ethical, and usability standards. To support this goal, a
systematic literature review, a survey with experts, and two stakeholder workshops
were conducted to map requirements, challenges, and design priorities.

Literature Review (Systematic)

A PRISMA-based review of 53 studies showed three core functional requirements,
data management, processing/analysis, and visualization/reporting, and four major
non-functional requirements, communication/support, UI/UX, technical infrastructure,
and data security/compliance. These insights guided the formulation of initial platform
capabilities and informed the next phases of consultation.

Survey with key stakeholders

A survey involving 52 clinical, technical, and legal experts evaluated the importance
of 70 requirements. Results confirmed high consensus on priorities such as privacy-

WP2_D2.1 PROTECT CHILD 10
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preserving techniques, federated learning support, data acquisition standardization,
and intuitive user interface (Ul) features. Domain-specific priorities emerged: clinicians
emphasized data acquisition from multiple sources, automated data quality checks,
predictive/statistical modelling, and visualization, while legal experts focused on the
need for standardized EU guidelines to ensure GDPR compliance, privacy-by-design,
and transparency in federated environments. Technical respondents highlighted the
importance of privacy-preserving techniques, horizontal data partitioning, federated
learning/analytics, and reproducibility.

Focus group with key stakeholders

A focus group with 36 stakeholders across disciplines validated these findings and
emphasized:

e A federated, scalable infrastructure supporting local analysis and cross-site
collaboration.

e Automation for data extraction and standardization;
Privacy-preserving computation and modular governance models.

e Legal and ethical harmonization of workflows to resolve consent, data
ownership, and approval of inconsistencies.

e The need for user-centered design and multilingual, intuitive interfaces.

Generation and embedding of User Stories

Initial User Stories have been developed and categorized by stakeholder type and
requirement source (literature, survey, workshops, etc.). The Stories were reviewed
with experts in the consortium and then transformed into an initial low-fidelity prototype
using Figma. The Stories were further validated in a follow-up workshop using the
prototype with different stakeholders. In this workshop, we further explored key needs.
Moreover, the workshop also served to raise awareness about future data handling
and sharing practices, as well as the infrastructure. These stories provide an overview
of the real-world needs and show how they can be aligned with the EU regulatory
frameworks (e.g., GDPR, EHDS). Through this activity we also support PROTECT-
CHILD’s goal to deliver a compliant, adaptable, and effective digital platform.

Definition of functional and non-functional requirements through a
workshop

Within the framework of the PROTECT-CHILD initiative, a participatory workshop was
organized in Palermo to collect stakeholder perspectives on the platform’s intended
features and overall direction. The workshop opened with a demonstration of a mock-
up version, offering participants an opportunity to explore its layout and envisioned
functionalities. To further support discussion, we employed Wooclap for interactive
polling, which enabled attendees to share their views on key priorities, needs, and
potential challenges. This process allowed us to further specify the functional and non-
functional requirements envisioned in the project.

WP2_D2.1 PROTECT CHILD 11
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Advancements in health and genetic data analysis technologies, such as clinical
biomarkers, imaging tools, and genetic approaches including gene testing for known
variants, genome-wide association studies (GWAS), and next-generation sequencing
(NGS) technologies, have the potential to enhance transplant outcomes for liver (Li
2021) and kidney diseases (Duan et al. 2022). Integrating genetic information with
clinical, demographic, and other health data can contribute to better clinical decision-
making, ultimately enhancing the quality of life for both patients and their donors (e.g.,
Caliskan et al. 2022). Yet, capitalizing on the opportunities presented by large-scale,
heterogeneous health data remains contingent upon efficiently collecting, managing,
and analyzing the data (Canakoglu et al. 2021; Fahr, Buchanan, and Wordsworth
2019). Achieving effective data management requires addressing several critical
challenges (Alzu’bi, Zhou, and Watzlaf 2014). Among these challenges, a primary
concern is the ability to handle diverse and large-scale datasets, which requires robust
data pre-processing and standardization. Health and genomic datasets are inherently
complex, making their analysis particularly challenging (Alzu’bi et al. 2014). Simplifying
these analyses is essential to improve accessibility and usability (Alzu’bi and Zhou
2017; Reska et al. 2021). Additionally, as data is collected from diverse sources,
ensuring interoperability, easy navigation, and effective analytical capabilities
becomes crucial (Alzu’bi and Zhou 2017; Reska et al. 2021). Beyond technical
challenges, managing health and genomic data also involves legal, social, and ethical
considerations. Protecting patient privacy, complying with national and international
regulations, and implementing access controls are essential components of
responsible data management (Alzu’bi and Zhou 2017; Reska et al. 2021). In highly
regulated environments such as the European Union, data security and privacy of
health and genomic data must align with frameworks such as the General Data
Protection Regulation (GDPR; European Parliament and European Council 2016) and
the European Health Data Space (European Parliament and European Council 2022).
Integrating these regulatory requirements into a platform design ensures secure and
compliant data handling.

One promising approach to addressing these challenges is the development of a
reference framework for integrating research and real-world clinical and genomic data
on child transplants across multiple EU countries. This effort is supported by High-
Performance Computing infrastructures and a federation of interoperable data and
computing resources. Additionally, dedicated platforms for health and genomic data
management play a crucial role in mitigating risks such as data misuse, loss, and theft.
Moreover, these platforms can enhance transparency and ensure compliance with the
FAIR (Findable, Accessible, Interoperable, and Reusable) principles (Forsdick et al.
2023). However, despite many institutions and research communities having
established best practices for effective data management, translating these theoretical
frameworks into practical implementations remains a challenge (Forsdick et al. 2023).
Bridging this gap requires close collaboration among researchers, clinical experts,
technical specialists, legal professionals, and other key stakeholders.

An important first step in this process is evaluating the literature, which provides
insights into the functional and non-functional requirements of digital ecosystems for
managing health and genomic data:

WP2_D2.1 PROTECT CHILD 12
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- Functional requirements: the platform’s ability to provide functionalities that
serve (stated or implied) the needs of the end-users. These functional
requirements represent what the system can and must do (Glinz 2007; Rawashdeh
and Matalkah 2006; Sommerville 2016).

- Non-functional requirements: the qualities of the platform that support the
different functionalities to be utilized appropriately (e.g., accessibility, usability,
etc.) and features that enable certain functionalities. These non-functional
requirements also define the constraints of the software architecture. Non-
functional requirements often apply to the system as a whole rather than individual
system features or services (e.g., security, access control, availability, etc.)
(Cleland-Huang et al. 2006; Glinz 2007; Sommerville 2016; Taraborelli 2003).

For instance, integrating healthcare databases may require non-functional
requirements such as efficient data ingestion pipelines. Similarly, enabling non-
technical users to analyze data may involve functional requirements such as drag-
and-drop interfaces or prebuilt analysis templates, enhancing usability, accessibility,
and platform adoption (Davis-Turak et al. 2017; Kho et al. 2013; McLeod et al. 2021;
Pang et al. 2021).

Building on the literature review, we employed four additional methods to identify and
refine requirements for a federated platform to support health and genomic clinical
studies:

1. Literature review — Systematic definition of an initial list of requirements

2. Survey with key stakeholders — Revision and extension of requirements in a
user-centered approach to define high-level requirements

3. Focus group with key Stakeholders — Co-design and co-exploration of
requirements and expected challenges in usage and potential solutions.

4. Generation and Embedding of User Stories — Refinement of requirements
to feed user stories, expert analysis of the stories, and embedding of stories in
a low-level interactive Prototype on Figma (see http://tiny.cc/m6vj001) to enable
visualization, interaction, and discussion with end-users.

5. Refinement of functional and non-functional requirements through a
workshop — Revision of the low-level interactive prototype with data users.

This document provides an overview of the user needs and of the functionalities
required for the Protect-Child ecosystem from two main perspectives, in line with the
Protect-Child User journey:

- Data holder (data provider) perspective: to make high-quality data available,
accessible, and understandable for use in secure data processing
environments at each data holder’s premises (the Protect-Child Capsules)

- Data user perspective: to allow the use of data available in federated secure
data repositories (the Protect-Child Capsules), facilitating data search and data
access by means of a unique data use permit for all relevant data holders.
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Process

As an initial step toward informing the development of federated infrastructure
frameworks for a clinical and genomic data management platform, we conducted a
PRISMA systematic literature review. This review aimed to identify both functional and
non-functional requirements that practitioners, such as clinicians and data analysts,
consider essential for supporting responsible data interoperability and analysis. We
searched four major databases, including Scopus, PubMed, Web of Science, and
Google Scholar, for peer-reviewed English-language publications from the last 10
years. Through thematic analysis, we extracted and ranked the most frequently
mentioned requirements in the literature. From 544 initial records, 372 were screened,
and 53 studies met the inclusion criteria for in-depth analysis. Our findings highlight
three core categories of functional requirements: (1) general data management
(including acquisition, standardization, and interoperability), (2) data processing and
analysis workflows, and (3) data visualization and reporting tools. We also identified
four key non-functional design considerations: (1) communication and user support,
(2) the platform's technical infrastructure, (3) user interface and experience, and (4)
security and compliance mechanisms. In addition to mapping these needs, the review
sheds light on unresolved challenges that must be addressed to create a reliable and
user-centered platform. These insights provided a base for engaging clinical,
technical, and legal experts in discussions about priorities for data standardization,
data exchange, and data analysis. The review was registered on OSF
(https://shorturl.at/pAXDG).

Overview of key results

We first identified from the literature 69 key requirements (See Appendix 1 and 2 for
an overview).

Functional requirements

General data management

In clinical and genomic research, general data management seems to be the first key
step, involving key functionalities prior to the analysis and visualization of the data
(Reska et al. 2021). These functionalities include:

e Data acquisition: Collecting patient data from various sources, such as electronic
health records, lab results, open-source databases, and proprietary data from
different hospitals (Amer-Yahia et al. 2022; Reska et al. 2021). Here, ensuring
access and generating data interoperability is essential.

e Data standardization: Ensuring that the collected data is consistent and formatted
uniformly, which is crucial for accurate interpretation, comparison, and
interoperability (Canakoglu et al. 2021; McLeod et al. 2021; Ullah et al. 2022).

e Data interoperability: Allowing users to access open-source data while also
permitting them to apply for access to proprietary datasets (Gilbert et al. 2022;
McLeod et al. 2021; Ullah et al. 2022).
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Data processing and analysis

The second step is data processing and analysis (Reska et al. 2021), including
functionalities from data pre-processing and data analysis:

e Data pre-processing: Allows users to set standards and parameters to inspect
the quality, consistency, and suitability of the data prior to subsequent
computational tasks (Gill et al. 2023; Pavia et al. 2023; Reiff et al. 2022).

e Aggregated data analysis: Serves the users to apply statistical, computational,
and machine learning techniques to process, interpret, and derive meaningful
insights from the data (N. T. Li et al. 2022; Ochoa et al. 2021; Reiff et al. 2022).

Data visualization and reporting

The third step of genomic research involves exploring insights through data
visualization and generating outputs for reporting. This step incorporates two key
functionalities:

e Aggregated data visualization: Enables users to represent the aggregated data
through graphical or interactive visualization to facilitate understanding, analysis,
and the discovery of insights. After the processing of the data, complex information
is transformed into visual formats like networks, scatter plots, genome browsers,
heatmaps, pie charts, histograms, trend charts, and dashboards, making it easier
to identify patterns, trends, and relationships within the data (Cerami et al. 2012;
McLeod et al. 2021; Ochoa et al. 2021).

e Reporting: Allows users to generate files that support the sharing and publication
of the data analysis, ensuring that findings can be communicated, also allowing
users to cite findings and disseminate knowledge (L. Li et al. 2022; McLeod et al.
2021; Pavia et al. 2023; Yukselen et al. 2020).

Non-functional requirements

Communication and Support

Communication and support are a unique intersection of functional and non-functional
requirements, encompassing both user interactions with the platform and the
platform's autonomous functionalities. Some features include:

e Feedback: allowing users to provide feedback by leaving comments or rating their
favorite datasets constitutes a functional requirement, directly enabling user
interaction with the platform (Ware, Satyamoorthy, and Paul 2024).

e Documentation: which refers to various resources to help users understand,
navigate, and use a platform effectively (Sauria et al. 2015). This includes tutorials,
user guides, instructional manuals, and technical documentation.

e Notifications: refer to alerts or messages that inform users (such as participants,
data managers, or researchers) about new or important updates related to data or
research.

e Communication with patients: aiming to allow direct interaction with data
providers (Gilbert et al. 2022; Suciu, Aydin, and Chen 2015).
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UX/UIl Features

The UI/UX category emphasizes characteristics that enhance platform usability and
interactivity, especially for users without technical expertise (Pearce, Nikiforova, and
Roy 2019; Raudvere et al. 2019). Key features that further contribute to a more intuitive
and accessible user experience across diverse user groups and devices include:

e Search functionality to locate data using filters and keywords efficiently
(Raudvere et al. 2019).

Interactive visual tools like region highlighting (Campbell et al. 2021).

Zooming (Suciu et al. 2015).

Hover effects (Pearce et al. 2019).

Dropdown menus (Pavia et al. 2023).

Drag-and-drop capabilities (Raveendran et al. 2022).

Mobile responsiveness (Duong et al. 2020).

Multilingual support (Bhuvaneshwar et al. 2016).

Security and compliance

Security and compliance refer to the set of technical, procedural, and ethical measures
implemented to ensure that data is protected from unauthorized access, misuse, or
breaches, while also aligning with legal, regulatory, and ethical standards.
Requirements regarding security include:

e Privacy-protection measures: which refers to measures designed to protect
personal and sensitive data by removing or masking identifiers that could be used
to trace the data back to individuals. Common methods include data
anonymization, de-identification, and encryption (Kuzmenkov et al. 2021; L. Li et
al. 2022).

e User registration: to enable access to secured areas of the platform and allow the
platform to track user activity, enforce permissions, and offer personalized services
while maintaining accountability (Ochoa et al. 2021; Reiff et al. 2022).

e User authentication: often involves multi-factor authentication (e.g., passwords
plus verification codes) and dynamic access control to ensure that only authorized
users can interact with sensitive data (Ramirez et al. 2010; Sante et al. 2014,
Verbruggen and Menschaert 2019).

Platform technical infrastructure

The platform architecture literature highlights three key technical priorities:

e Federated infrastructure: To support decentralized storage and secure,
collaborative analysis by interoperable data (McLeod et al. 2021; Mohr et al. 2018;
Wolf et al. 2015).

e Scalability and adaptability: Essential for managing growing data volumes and
evolving user needs (Ochoa et al. 2023; Raveendran et al. 2022).

e Integrating Application Programming Interfaces (APIs): To enable data
integration and system flexibility.

A summary of the connection between functional and non-functional requirements, as
relevant from the literature, is summarized in Figures 1 and 2. An overview of the level
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of agreement among the reviewed sources regarding the importance of these
requirements is provided in Appendix 1, which lists the functional and non-functional
requirements mentioned by the authors of each selected article.
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WP2_D2.1 PROTECT CHILD 17



; protect
D2.1 — High level requirements and user stories chnild,

Process

We designed and conducted a survey study involving 52 experts across three primary
areas of expertise: clinical (n=30), legal (n=8), and technical (n=14). Participants were
recruited via email invitations sent to members of the PROTECT-CHILD consortium
and other members related to the project.

Materials

The survey was developed based on the requirements list (see the requirements list
above). The questionnaire consisted of a combination of Likert scale items and
multiple-choice questions about the importance of the requirements from different
stakeholders' perspectives.

Data analysis

The analysis followed several steps. First, we preprocessed the data by grouping
responses based on the participants’ domains of expertise. Outliers were removed.
Mean and interquartile range for each requirement were used to establish importance
and agreement (consensus) regarding the importance of the requirements. Agreement
and importance were used to establish if agreement was achieved regarding the
importance or lack of importance of the requirements, and if further investigation was
needed.

A summary of the current results is presented in three tables in Appendix 3 for the
different groups of stakeholders:

e Table 1 concerns IT and technical teams (Biomedical engineers, Computer
scientists, Cybersecurity experts, Database management)

e Table 2 concerns Clinical Experts & Healthcare providers (Pediatricians,
Hepatologists, Geneticists, and Lab scientists)

e Table 3 concerns Data governance & compliance (Data standardization
experts, Applied ethics, Ethics & Al, Law, and informatics (DPO office), Data
managers)

Overview of key survey results

Technical experts

Several requirements emerged with consensus and importance, serving to prioritize
the platform’s development (Appendix 3). These included privacy-preserving
techniques, horizontal data partitioning, transfer learning, and support for federated
learning and analytics. Participants emphasized the need for reproducibility,
standardized ontologies, and strong privacy guarantees. These requirements highlight
a shared commitment to transparency and responsible innovation. Pre-determined
governance models were also favored, suggesting that clear roles and responsibilities
are seen as essential for effective collaboration.
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Network architecture preferences leaned toward peer-to-peer topologies, which were
both well-understood and considered highly relevant. In contrast, hierarchical,
centralized, and hybrid models sparked more divided opinions, indicating a need for
further testing or clarification. Similarly, while techniques like vertical partitioning,
homomorphic encryption, and secure multi-party computation were recognized as
important, the lack of agreement among participants suggests that these areas require
additional discussion or evidence before they can be confidently integrated. Some
technologies and approaches, such as gRPC, custom protocols, and open or hybrid
governance models, received lower ratings in both importance and consensus.
Likewise, several frameworks, including PySyft, custom-built solutions, and NVIDIA
FLARE, were not widely endorsed, either due to limited familiarity or perceived lack of
added value.

Overall, the feedback reveals a clear stakeholder preference for practical, privacy-
focused, and interoperable solutions, grounded in consensus and aligned with the
real-world demands of cross-institutional collaboration.

Clinical experts and healthcare providers

Clinical experts and healthcare providers highlighted a wide range of priorities for the
PROTECT-CHILD platform, with particular emphasis on data acquisition, analysis,
and communication. There was strong agreement on the need to support the
acquisition of genomic data from multiple sources and to enable users to upload their
own genomic data, reflecting a demand for flexibility and inclusiveness in data
integration. Several interoperability standards, such as the Genomic Data Model,
OMOP, FHIR, and VCF formats, were also rated as important and achieved sufficient
consensus, making them suitable for adoption in the platform. These preferences
underline the value of standardization in facilitating data exchange across institutions.

Data quality and reliability emerged as top priorities, with respondents strongly
supporting the inclusion of automated checks, quality inspections, and reproducibility
safeguards before any analysis takes place. In terms of analytical functionality, experts
called for support for predictive modelling, statistical analysis, exploratory data
analysis, and Al-based approaches, demonstrating a clear interest in advanced yet
reliable computational tools. The ability to share knowledge, not only with clinicians
and researchers, but also with patients and ethical boards, was also relevant,
emphasizing the importance of communicating the findings and enhancing
collaboration in rare disease research.

Visualization tools also scored highly, particularly charts, graphs, heat maps, and
sequencing visualizations, which are key to interpreting and communicating complex
genomic data. Moreover, participants stressed the need for data export functionalities,
federated computing access, and privacy guarantees, ensuring that the system
balances utility with security and ethical considerations.

Several items, such as mobile and multilingual platform support or sharing information
with policymakers, were considered important but did not reach consensus. This
suggests that there is room for further dialogue or phased implementation. Similarly,
while some data models (e.g., PATRIC, DataSHaPER) and file formats (e.g., IDAT)
were familiar to a few participants, they did not garner broad support and may require
additional validation or training.
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Overall, the results suggest that clinicians are looking for a platform that is secure,
serves to easily navigate metadata, and can support reliable aggregated data analysis.
The final goal of clinicians would be to foster collaboration across the healthcare
ecosystem and share the findings to advance healthcare.

Data governance and compliance experts

Data governance and compliance experts placed strong emphasis on the importance
of clear, standardized frameworks for federated computing across Europe. There was
broad agreement on the need to develop EU-wide best practices to ensure compliance
with data sovereignty laws, particularly in support of GDPR principles such as data
minimization and purpose limitation. Several respondents also highlighted the
importance of conducting risk assessments before allowing data access and the
critical need to retain data on-premises to align with regulatory requirements.
Additionally, experts saw value in using federated computing to enable efficient data
interoperability for rare diseases and to support cross-border health research that
improves patient care across the EU.

While most requirements were rated as important, not all reached consensus.
Concepts such as harmonizing governance across jurisdictions, ensuring
transparency, and aligning with privacy-by-design principles were widely supported in
theory but had more varied responses, suggesting that implementation of pathways
remained unclear. Similarly, while many experts recognized the importance of
mitigating risks, such as data breaches, lack of auditability, and accountability
challenges, the perceived urgency and approach differed among participants.

In sum, the results reflect a shared understanding of the regulatory and ethical stakes
involved in federated computing. Experts advocate for standardized EU guidance and
safeguards, especially when it comes to data protection, privacy, and cross-border
collaboration, but acknowledge the need for continued discussion to reach alignment
on how best to implement them.

A workshop with stakeholders (Section 4) and future activities of co-design serve to
further clarify the requirements that should be implemented and in what form.
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Process

To extend and complement the previous activities, a focus group was conducted to
explore the challenges and opportunities associated with the requirements identified
in the literature as important to develop platforms such as the one we are targeting for
PROTECT-CHILD. The session brought together 36 experts from the PROTECT-
CHILD consortium ranging from 28 to 70 years. These experts represent the
previously mapped expertise: clinical, technical, and legal. To stimulate
interdisciplinary discussion, participants were mixed by expertise so that each group
included at least one technical expert, one clinician, and one legal expert. The focus
group was held in English and aimed to encourage a structured and open environment
for dialogue.

The focus group was organized around two core activities designed to elicit
stakeholder perspectives about the requirements. In the first activity, participants
discussed how they envisioned using the platform in practice and identified the
technological enablers required to meet clinical objectives. The second activity
focused on the practical challenges of working with health data platforms, encouraging
participants to suggest some solutions to tackle those challenges. Each group was
provided with guiding questions developed from prior insights, along with a summary
of potential platform requirements and common issues identified in the literature (see
Appendices 1 and 2), to support and inform their discussion. For instance, we asked
to reflect on possible technical enablers to address the identified challenges. The
timing for each of the activities was around 30 minutes. After each activity participants
were encouraged to summarize their conversation in 5 minutes.

A thematic analysis of the recorded conversations was conducted by a team of three
experts, who discussed and categorized the quotes until consensus was reached and
Krippendorff's alpha exceeded 0.6 (see Appendix 4 for an overview of the discussed
codes). The resulting themes were subsequently grouped into four overarching topics,
informed by both k-means clustering and expert evaluation. Insights derived from the
thematic analysis are discussed below. Building on the requirements identified in the
literature, the survey, insights from the workshop, and previous projects, a visual
version of the platform requirements was subsequently developed (see
http://tiny.cc/m6vj001).

Overview of results

Vision and value of the platform

Participants envisioned a platform that integrates as much data as possible in a single
application. In short, a platform that is robust and scalable. This vision was mostly
represented by a geneticist and a technical expert on the focus group. The geneticist
explained:
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“So, um, my vision is to have a tool or, uh, application or platform that could be able to
integrate in one single file. If you think in a file, for example, the clinical information,
the genomic information and all the variables, the health variables, important health
variables in all the life of one single person. So, in other words, um, you can sum up,

or you can summarize in one single file.”

The technical expert asked for clarification:
“All the health history or the health?”
To which the geneticist responded:

“Yes, the history of one single person. So probably the
transplantation is the excuse or it's the use case, but could be perfectly a good
example of, uh, doing the same with any other disorder or any other medical
problem in any part of Europe or the world.”

This dialogue illustrates the desire for a holistic platform capable of integrating diverse
health-related data steams into a unified format. A pediatrician expanded on this idea,
stressing the transition from research to clinical application:

“Maybe now we are using the tool for research, but in the future, we
want to use it for clinical practice. Yeah. So maybe in the future the advantage will be
to store a huge amount of data that now is impossible to store long time and to
collect but also share if the patient moves around now. Now, at present, you cannot
Share that patient's data between two words in the same hospital or just in the same
hospital. So, it's the fact that you can move around Europe and the data will be there
and then of course, if the data are shareable, you can have access to a care that is
not national but cross-national.”

This vision comes alongside the need of having a lot of data integrated in one place.
One pediatrician shares the perspective sharing:

“Our clinical point of view, it could be useful to have a lot of data or a lot of patients and to
use this data clinical and ethical and to do in future a lot of studies to look for possible
correlations between clinical data, clinical and genomic”.

Ideally, the ultimate goal of the platform would be to go beyond the clinical context and
integrate different sources of information. Importantly a laboratory scientist from one
of the centers shared the vision of traceability within the platform:

“This is about who has access. | mean not all the doctors a certain type of data and you
have to have a traceability on that. You have to be able to, to trace that to normally to
everything.”

Aligned with this vision, but pointing in a slightly different direction a pediatrician
suggested that he wants to be able to access as much data as possible, at least
from his center. He stated:

“If we interrogate the overall set of capsules. We could obtain only aggregate results. [..], |
think, uh, of interrogating my own capsule, uh, what | should expect is as much granularity as
possible in both making the queries and both of obtaining the data, so that if my aim is to make
a scientific research, | can have a nice categorization in both making the queries and obtaining
the data”.
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In addition to data integration, participants strongly emphasized the need for open-
source and flexible solutions. A technical expert explained:

“I expect from this system to be more flexible, more easily extensible. | mean, to
add new data that were not considered at the last month. It's easier with such a
system than with a registry.”

Similarly, a laboratory scientist from one of the centers highlighted the importance of
an open-source application to ensure adaptability and autonomy:

“For me it's important that the software is open source [...] I'm not against the
companies to, to, to have proprietary software, but this software has to be open
for, uh, for teaching, for, uh, in implementing, uh, tailoring to different, uh, because
if not, you are trapped in a, in a, in subcontracting with a company and then you
cannot get out because.”

Such perspectives show stakeholders’ concerns regarding vendor lock-in and the
need for systems that can be adapted to local contexts without external dependency.

Scalability and automation also emerged as a critical theme in participants’ vision of
the platform. A pediatrician echoed this perspective sharing:

“The most important thing when we consider is that we need automation. We need to ease
the way the data is, gather, uploaded, etc.”

While a technical expert envisioned:

“A tool for that that defines the data model that is scalable, that understands
different languages, different contexts, probably even in the same language or
same country.”

Another expert emphasized the role of scalability in ensuring quality:
“It's just a matter of scalability with the algorithm and quality of it.”

These perspectives reveal a strong consensus among stakeholders: the envisioned
platform must not only integrate diverse data types but also guarantee traceability,
remain open-source and adaptable, support automation, and scale across contexts
and geographies to meet the evolving demands of both research and clinical care.
Further we moved to challenges related to technical and legal challenges. In the next
section we shared the perspectives regarding legal, ethical and regulatory needs.

Legal, ethical, and regulatory needs

To make the vision of the platform actionable, there are challenges that must be
address. Managing patient data across different institutions is particularly complex
because each organization has its own processes and standards. As one legal expert
explained, the problem lies not only in the fragmentation of procedures but also in their
overwhelming and impractical presentation:

"a two-fold problem that either all of the procedures and requirements and everything that
you need to do is either scattered in multiple documents or in one huge document, and
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either case, no one reads it practically. And of course, uh, the fact that all of these
procedures take a lot of time, uh, that could be used in other ways”.

This illustrates how bureaucratic hurdles, while designed to ensure compliance can
slow down research and create barriers to collaboration. Clinical experts also echoed
these concerns, pointing out the lack of communication between clinical, technical,
and legal stakeholders. Without a common language or shared understanding,
progress becomes fragmented and inefficient. One laboratory scientist from one of the
centers noted:

“The data gets there is in us all because it's in a forgotten format, etc. and for doing that we
need a I.T. and legal particularly need to be in the same page, to talk together to, to
understand that because the current situation doesn't work, because it's too complex.”

The complexity of current systems has also led to workarounds that undermine
compliance, reflecting a misalignment between regulations and real-world practices.
The conversation with the expert continued by expressing:

“When we are talking too complex is that usually clinicians know when they have to, to share
data, anything that is more complex that simply going to WhatsApp to call a friend and send
in the images and a PDF etc.”

This remark highlights the tension between the urgency of clinical needs and the
weight of regulatory processes. If rules become too cumbersome, they risk being
bypassed altogether, defeating their intended purpose. Underlying these frustrations
is a broader debate about how privacy should serve patients. While experts agree on
its importance, many feel that current interpretations prioritize abstract legal categories
over patient outcomes. One hepatologist expressed this unease by stating:

“Surely privacy is an important field, but | don't understand why, uh, a mutation is most
important than, uh, to have, uh, an infectious disease or, uh, and, uh, and a tumor. This
seems a very odd legal point’.

In this view, privacy should not be a barrier to care or research but rather a tool that
protects patients while enabling better health outcomes. Particularly, when it is about
are diseases or mutations. As another pediatrician put it, customizable access
permissions are essential because:

“Privacy is an advantage but shouldn't be a limit for care.”

Together, these reflections reveal a critical tension: the balance between protecting
data and enabling its use for patient benefit and scientific progress. Addressing these
challenges requires not only technical solutions but also institutional collaboration,
education to bridge knowledge gaps, regulatory clarity, and a shift toward frameworks
that prioritize patient outcomes without undermining trust.

WP2_D2.1 PROTECT CHILD 24



; protect
D2.1 — High level requirements and user stories chnild,

Data lifecycle needsln addition to these legal and regulatory complexities, the
management and usage of data itself present structural challenges. A central issue
identified across discussions was the lack of standardization across different stages
of the research process, from data collection and management to storage and
analysis. A technical expert illustrated this by pointing to the diversity of incompatible
systems in use:

“I think the problem is that we are all the hospitals have different software.”
A pediatrician further detailed the consequences of this fragmentation:

“So, you start with a software for the medical record. Then you add a software for the
laboratory analysis and other software for the imaging analysis belongs to different
companies. So, they don’t talk.”

These reflections show the complexities (e.g., technical and procedural) to effective
data management. Complex regulations and miscommunication among stakeholders
can limit efficiency, while the lack of interoperable systems prevents data from being
standardized and connected across settings.

Another challenge connected to the differences in storage is the lack of time that
makes clinical experts express the data in different formats. A laboratory scientist from
one of the centers points out:

“So, for us it’s important to understand the need of time. We understand the standardization,
the normalization, the using ontologies, etc. but a clinician has very limited time and having a
good standardization means having a form, having a form that you have to take a lot of
things, a lot of screens. [...] This is why the clinicians they go to the open text box, and they
put some strange abbreviations to summarize that.”

This shows how standardization, although valuable for data quality and
interoperability, risks creating additional burdens that may compromise clinical
practice if not carefully implemented.

Data analysis presents another layer of complexity. Experts emphasized the need for
tools capable of managing both high complexity and low volume of data. As one
technical expert reflected:

“This is huge data. Right? So, they were discussing, like, a quarter of a terabyte, like in
informatic terms. That’s a lot of data, like huge. Spacing is also a problem. [...] The machines
that do the analysis are, like, really, really expensive.”

Clinicians echoed this concern, linking storage challenges with the risks of data
fragmentation:

“We need a storage capacity, and we need to allow the data sharing or access, because
currently when you have huge amounts of data from one patient, it’s very easy to miss
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because there are different platforms in different places, you mis-allocate, etc. So, we expect
that this new platform allows this consistency, and we don'’t lose anything.”

The challenge is further amplified when dealing with genomic data, which not only
involves large volumes but also requires highly specialized approaches. A technical
expert illustrated the scale of the problem:

“Another issue is, uh, the size of data. | mean, we were hearing [geneticist] speaking about
a quarter of terabyte capacity. So, if a researcher would like to manage 200% or 400%, this
is 500TB.”

A geneticist added that size alone is not the only difficulty, but the analysis as well:

“Genomic data is complex; therefore, it requires specific tools and methods to extract
meaningful insights.”

Overall, these perspectives highlight that challenges in data management are
interconnected. Fragmented systems, the difficulty of standardizing processes without
overburdening clinicians, the need for reliable large-scale storage, and the
complexities of genomic analysis require solutions that combine technological
advances with practical workflow considerations. Following these discussions, experts
offered insights into potential solutions, which are detailed in the sections below.

Technical enablers and infrastructure

A central theme emerging from the discussions was the need for technical and
procedural enablers to manage, analyze, and integrate complex health and genomic
data. Experts emphasized that effective data management requires a combination of
automation, standardization, interoperability, and advanced analytics, while also
considering usability, legal compliance, and clinical workflows. Automation emerged
as a key enabler to reduce manual burden and increase efficiency in data
management and analysis. A geneticist noted that many current procedures are still
performed manually:

“And so, this is, uh, this is something that is already done in a human way. Not automated or
anything.”

Technical experts highlighted that automating analyses can save researchers
significant time and streamline workflows:

“The automation of an analysis brought in by the project is very important... to contribute to
saving the time of the research.”

This automation can occur throughout different stages of the process. For instance, in
the overall architecture, it can serve to ensure privacy. A technical expert shared:

“You can do anything on the system because once the system has been started, there is no
way to access it. You just have to trust at the moment you start the system. This capability
reduces reliance on the provider.”
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Beyond the overall security, automation can also be applied for the legal and
regulatory challenges. This point is closely linked to the standardization of procedures.
Experts highlighted that more automated and harmonized processes could reduce
administrative burden while ensuring compliance. A legal expert suggested
automating ethical approvals across multiple centers:

“All of these ten applications, identical approval forms, data protection impact assessments
or whatever, but you combine it in one and then every center just looks at this one.”

Standardized procedures would allow researchers to avoid repeating identical
applications across different hospitals:

“Instead of having to fill in all of these things separately [...] you combine it in one, and then
every center just looks at this one. This could speed up the process while ensuring privacy
and security.”

Automation also plays a role in making the analysis more efficient. One technical
expert described using natural language processing (NLP) to simplify and accelerate
the identification of patient cohorts:

“We are still developing this and creating a cohort for the patients. It's really difficult. [...] One
is based on natural language. So, suppose | want a cohort of female patients with this type
of sarcoma. From the natural text, the prompt we create tries to obtain all the data that
matches that criteria.”

Building a robust platform includes standardization, which a clinical expert emphasized
requires several steps, including normalization and the use of ontologies.

“We understand the standardization, the normalization, the using ontologies, etc.”

He further emphasized the importance of scalability through the standardization of
the data:

“A tool that defines the data model that is scalable, that understands different languages,
different contexts... because at the end, the setting of data for the clinician mostly is a
summary.”

In this point, discussing the standardization and interoperability of data become crucial
for advancing the tool. A technical expert emphasized that data collected from different
sources must be able to “talk to each other’, otherwise the system fails. He also pointed
to the need for integrating multimodal data, combining imaging, clinical, and genomic
datasets, to unlock richer insights. In this context, standardization not only supports
integration but also enables advanced analytics. Technical experts highlighted the
potential of algorithms, deep learning, and large language models to detect hidden
patterns and generate new knowledge:

“I mean, you have 500TB of data which means you can use algorithms to find some
patterns.”

Another technical expert added:
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“l would like to use this data for new algorithms to solve the same problem without maybe
extracting features from other algorithms, using new techniques.”

Beyond analytics, quantum computing was mentioned to strengthen data security
while supporting multi-center studies with greater statistical power. Scalability and
robustness were also emphasized as key requirements, with one expert pointing to
the importance of interoperability with external systems:

“Having an API or ways to communicate with the system.”

Finally, participants stressed that technology alone is not enough. As one geneticist
noted, a crucial enabler lies in education:

“One of the main methods to overcome the complexity of such data is to educate clinicians
and other pertinent people.”

This highlights the importance of building not only technical capacity but also user
understanding to ensure meaningful adoption of the platform.

User experience, communication, and resources

Usability emerged as both a challenge and a key requirement across interviews.
Participants repeatedly stressed the lack of intuitive and efficient user interfaces, which
currently prevent clinicians from interacting with complex systems without relying on
technical intermediaries. As one pediatrician put it,

“Friendly is quite important”
A technical expert echoed this perspective, emphasizing the importance of design:
“The visualization, the presentation... usability. Yeah, so we really need that.”

Another expert added that clinicians should: “not [have] to go into codes”, suggesting
that the interface should be intuitive and self-explaining for clinicians to understand
what happened.

While participants found it difficult to fully articulate what a user-friendly interface
should look like, many agreed that visualization is central to usability. One technical
expert explained:

“To make [results] interpretable [and] understandable by users and in terms of dashboard
presentation, have a visualization so that the users can validate. And so that’s our
description.”

At the same time, visualization preferences were shown to vary. A pediatrician
stressed that the “best” format depends on the use case:

“If we speak about results, tables are the best way... If you have a specific clinical question,
maybe a graphical or descriptive result is better. But this is just something very personal.”
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These reflections highlight the importance of customizable and adaptive visual tools
that can accommodate both research- and clinic-oriented needs. Moreover, these
requirements reveal both shared needs, such as simplicity, autonomy, and effective
visualization, but also nuanced differences in how usability is perceived.

Importantly, user requirements should not be treated as static. Instead, they had
evolved iteratively through the literature review, survey, focus group and workshop,
and were continuously refined in collaboration with the management team. Insights
from earlier projects, along with ongoing consultations across the consortium, further
enriched this process.

After the reflection of these comments, we continue structuring and the process, and
we encourage a third activity with participants. In the following section, we present the
resulting high-level user requirements from the discussion. However, these
requirements will continue to be refined as we advance the platform’s development
and engagement with users and domain experts continues.
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As part of the PROTECT-CHILD project, we conducted a workshop during a
consortium meeting to gather feedback from stakeholders on the platform’s
functionality. This workshop built directly on the outcomes of the previous focus group
phase, in which participants discussed and articulated areas of agreement and
disagreement regarding the initial set of requirements. The outputs of the first
workshop served as the basis for this second session, providing a structured overview
of requirements that required further elaboration, for example, the identification of
technical enablers for processing and using the data.

To address these points, we organized a single plenary session with 27 participants
(aged 23-70). The session began with a brief overview of the functional requirements
identified in earlier activities and supported by previous projects (Figure 3), followed
by a walk-through of a mock-up version of the platform in which the identified
requirements were embedded (see http://tiny.cc/m6vj001). This mock-up was used to
map potential technical enablers and illustrate how these requirements could be
operationalized, helping participants to visualize the platform’s structure and potential
applications.

Following the demonstration, we used interactive polling via Wooclap to collect input
on priorities, needs, and concerns regarding previously identified requirements which
still needed to be agreed or clarified. The session was also recorded to capture
participants’ verbal feedback and spontaneous remarks. This approach enabled
active, real-time engagement and provided both quantitative and qualitative insights
to guide the ongoing refinement of the platform’s design and functionality.

\
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Figure 3. Overview of functional requirements for Protect-Child
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High-level functional requirements

For each component, the requirements (and associated user stories) that emerged in
previous phases were embedded in a visual, interactive prototype. Any eventual
issues or concerns regarding the functionalities presented by each component were
captured and discussed with the participants.

Data discoverability [Metadata search]

From the feedback gathered from Wooclap we noticed a strong majority (88%) agreed
with the way data discoverability was proposed. A step-by-step approach (i.e., a
structured, numeric way), where users explore the data variables from each center.
The most valued features for metadata navigation included filtering options, a step-by-
step interaction structure, the ability to select multiple transplant types, and the option
to download CSV files.

One comment from such discussion was to include a map to display participating
hospitals across the network. Some participants raised concerns about accessibility
and the complexity of navigating large volumes of variables. One participant
recommended exploring Athena.ohdsi.org as a model for effective metadata
presentation. Additionally, one clinical expert voiced a preference for logging in before
exploring metadata, likely reflecting cultural differences in privacy expectations.

Data permit application

Following data discovery, the proposed process allows users to log in and apply for
data access. All participants (100%) in this process expressed support for both
displaying data permit statuses and integrating a cohort-building tool driven by natural
language processing (NLP).

Data use

Once participants have been granted data access, they can begin creating variables
and conducting analyses. During this process, technical experts suggested providing
synthetic data for data managers. Clinical experts also expressed a preference for
accessing individual-level data for qualitative patient evaluations and the option to
download aggregated data. The visualizations presented after the analysis were well-
received, with 88% agreement on the proposed setup.

Research finalization

Once users complete the analysis, they have an option to generate an automatic
report based on the workspace summary and all the data provided in the previous
process. In this step, users agreed with the generation of an automated report they
can download from the interface.
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Additional discussion on non-functional requirements

Data quality

During the workshop, some experts also voice their preferences and priorities.
Participants identified key priorities for metadata exploration and data quality
assessment. Regarding data quality, participants prioritized indicators such as
completeness (e.g., missing data), consistency across records, reliability of data
sources, and harmonization with standards like OMOP and FHIR. Notably, 8 out of 9
participants agreed that it would be helpful to display how data quality is assessed. It
was also suggested that the current data quality indicators could support evaluating
completeness and reliability during and after cohort creation.

Data governance

Current data governance plans for the project were discussed. The discussion
concluded in each hospital managing data access through internal governance
structures for now. Participants highlighted the need for technical flexibility to align with
evolving regulatory implementations across various sites and countries. Particularly
concerning different governance models such as the implementation of a Health Data
Access Body.

Progress and Challenges in Federated Infrastructure such as
Protect-Child

The workshop highlighted several partially satisfied requirements where progress has
been made, but further refinement is still needed. While stakeholders recognized
advances in interoperability and automation, they noted that many functionalities
remain only partially implemented, requiring continued investment and development.
Experts further emphasized that it is important to understand the specific limitations of
a federated approach. For example, certain statistical methods (e.g., Monte Carlo
simulations) are difficult to implement when data is not available at the individual level.
Genomics experts expressed a preference for centralized data solutions, citing
efficiency and analytical depth, even though EU regulatory frameworks strongly favor
federated, privacy-preserving models. These tensions illustrate the trade-offs that
must be negotiated between scientific goals, regulatory compliance, and practical
feasibility.

Despite these challenges, insights from the literature review, survey, focus groups,
and workshop converge on a clear set of requirements for a federated, privacy-
preserving approach to pediatric transplant research. This includes the acquisition of
data from multiple sources, standardization and translation between data models (e.g.,
FHIR and OMOP, VCF files), systematic quality checks, and reproducible analysis
pipelines. Together, these elements create a basis for easy, reliable, and reproducible
pipelines of advanced analytics. Across groups, there was high agreement on the
need for automation (during diverse steps of the process such as ingestion, quality
control, and reporting), strong interoperability via APIs, and usable, low-code
interfaces that let clinicians explore and validate results without “going into code.”
Legal experts highlighted the importance of GDPR-compliant safeguards, on-
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premises control, and clear data accountability. Clinicians stressed complementary
requirements: actionable clinical insights, traceable data access, and the ability to view
information both at the row level within their own Centers of Expertise (CoEs) and in
aggregated form across the federation.

At the same time, structural challenges in hospital systems add complexity.
Fragmented hospital systems and inconsistent approval processes generate
sociotechnical challenges, leading to workarounds that jeopardize legal compliance.
Legal requirements are often disparate or difficult to manage in practice. Under time
pressure, clinicians often revert to free-text entries and inconsistent formats, which
further complicate standardization.

From a technical perspective, the envisioned platform must be capable of handling
very large, complex genomic datasets while also integrating multimodal data (clinical,
imaging, and genomics) at scale. Equally important, usability was suggested as a key
factor for adoption. Stakeholders repeatedly called for “friendly” tools, guided metadata
discovery, NLP-assisted cohort building, customizable visualizations, and automated
reporting, supported by training and education to ensure that diverse user groups can
engage with the system.

Overall, these findings show the potential and challenges of developing a federated
infrastructure for pediatric transplant research. Stakeholders prioritized robust data
stewardship, automation, interoperability, usability, privacy safeguards, and
accountability. However, these goals must be balanced against the practical
constraints of federated infrastructures, such as decreased computational efficiency,
persistent site-to-site heterogeneity, and fragmented legal and ethical frameworks.
Therefore, a federated approach should be seen as an evolving socio-technical
system requiring continuous alignment between technological infrastructure,
regulatory frameworks, and the realities of clinicians and researchers, rather than a
definitive endpoint.

WP2_D2.1 PROTECT CHILD 33



=" protect

D2.1 — High level requirements and user stories cild,

Process

Building on the requirements from literature, survey, focus group, and workshop, as
well as utilizing insights and documentation from previous European projects (e.g.,
IDEA4RC), we defined a user journey (Figure 4) and initial user stories. These sources
provided a basis for identifying user needs, expectations, current and expected
process of usage and expected issues. By translating insights into actionable user
stories, we were able to define an initial architecture of functionalities and their

(expected) relationships.
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Figure 4. Overview of use journey and infrastructure for Protect-Child

Each user story was structured using the standardized format in Table 4. User stories
highlighted in blue represent needs and requirements that were confirmed or validated
by co-design activities, while those in orange are stories that require further validation
by the technical team to determine their feasibility and the alignment with the project

scope.
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Table 2. Temilate of User Stoi

As a <actor addressed by the User Story>

| want to <a need expressed by the actor>

So that <the reason for having the above need addressed, i.e., the value expected from its
satisfaction>

Initial acceptance criteria

e <conditions that must be met to consider the User Story correctly implemented>

Additional notes
e <information that, although not part of the User Story proper, has been nevertheless elicited
during its formulation, and can be useful to report, for the benefit of further project activities>

In the following sections, we briefly explain each of the steps conducted for the
definition of these user stories. Later, we present the general user stories, followed by
the user stories identified for the main target group (e.g., Clinical experts and
healthcare providers). Moreover, we complemented with source of information the
user story L for Logic, LR for Literature Review, P for Previous work (e.g., IDEA4RC,
other EU projects), FG for Focus group, W for Workshop, E for Expert insights (formal
and informal), S for Survey, R for Regulations (e.g., EHDS). A glossary of the terms
used in the user stories are further detailed in Appendix 5.

Users

In our analysis, we identified three key stakeholder groups involved in the use,
management, and governance of health and genomic data: data holders, data
managers, and data users (e.g., pediatricians, geneticists, researchers). A more
detailed overview of all potential users that could be involved is shown in Figure 5 and
further address in Appendix 6. Each group plays a distinct role in ensuring that data is
collected, processed, and used responsibly and effectively. The following sections
describe these user types in more detail, including their responsibilities, challenges,
and relevance within the broader health data ecosystem.

Data holders

Data holders are institutions or individuals that generate, collect, or store health-
related data. They act as custodians of data resources and are responsible for granting
access to authorized users under defined legal and ethical frameworks. According to
Staunton et al. (2024) a data holder is “any natural or legal person, entity, or body in
the health or care sector, or performing research in relation to these sectors.” Under
the European Health Data Space (EHDS) framework, when electronic health records
are access from a data holder within a single Member State, applicants can apply
directly to that data holder under Article 49 (European Parliament and European
Council 2022). Data holders thus play a central role in maintaining data quality,
ensuring compliance with data protection regulations, and managing access requests.
They are also accountable for safeguarding sensitive patient information and ensuring
that any data interoperability aligns with legal and ethical requirements.
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Data managers

Data managers are responsible for ensuring that the data meets the quality standards
necessary for reliable research and clinical use. Jetten et al. (2021) describe data
managers as professionals who handle the management of data objects and
metadata, providing the technical and administrative infrastructure required to gather
and curate high-quality data. They coordinate the development of data collection
plans, assign responsibilities, and manage the creation of data collection instruments.
Serving as a bridge between technical data systems and the scientific or clinical teams
that depend on them, data managers ensure that information flows efficiently and
accurately across the research process. As Agrawal et al. (2023) note, an appointed
data manager often oversees the transfer, verification, validation, and repackaging of
data, ensuring it is securely stored in designated archives. Their expertise spans areas
such as data preservation, information science, archiving, and regulatory compliance
(Jetten et al. 2021).

Data users

Data users are individuals or organizations that request and utilize data for secondary
purposes such as research, innovation, or policy development. Under the EHDS
framework, any natural or legal person can apply to access electronic health data,
provided they meet ethical and regulatory requirements (European Parliament and
European Council 2022). Data users are expected to evaluate the ethical implications
of their work, especially when operating across jurisdictions where different ethical
standards may apply (Staunton et al. 2024). Data users must also ensure that their
research outcomes are shared with the Health Data Access Body (HDAB), promoting
transparency and the responsible reuse of data. This category includes a diverse
range of professionals, such as clinical experts and healthcare providers with different
expertise (e.g., pediatrician, hepatologist, lab scientists), geneticists, bioinformatics,
researchers, among others. See figure 5 for an overview of potential data users of
PROTECT-CHILD.

Data users Protect-Child

Figure 5. Overview of potential data users for Protect-Child
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General user stories

Data holder perspective

Table 3. Reqistration
0. Partners involved: SERMAS-LA PAZ, UNIPD, UKE, ISMETT, BIOMERIS

Expertise: Data holders (Managers of the platform)
Registration

As a Protect child data holder

| want to enable the registration of user profiles, who are authorized to access to data, within my
organization

So that only verified individuals from our institution can securely access the Protect Child platform.

Initial acceptance criteria [P, L]:

[P]: A registration form is available via a secure web page.
[L]: Users must provide required information (e.g., name, email, password, institution, role).
[L]: Passwords must meet security requirements (e.g., minimum length, special characters).
[P, L]: Users receive access credentials and verification email to confirm registration.
[P]: User data is stored in the appropriate directory agreed with other partners.
[L]: Successful verification grants access to the platform.
Additional notes [L, E]:

e [L, E]: The platform should comply with GDPR and data security standards.
[L, E]: Multi-factor authentication (MFA) may be required to ensure security.
[L]: Users should be able to update their profile information after logging in.
[L]: Administrators should have access to manage user accounts if necessary.
[E, P]: The registration and login flow must be implemented using secure OAuth2-based
authentication, managed by CERTH, to ensure federated and scalable identity verification
across partner institutions.

e [E]: SPEs must apply security-by-design and security-by-default principles in line with
ENISA and ISO 27001/27701 standards, including encryption, access control, and key
management.

e [El: All users and administrators accessing health data shall authenticate using MFA and
recognized federated identity frameworks (eIDAS, GA4GH Passports). Each identity must
be distinct, non-transferable, and consistently verified while active.

Information that supports the user story [P, E]:

e [P]: Previous projects such as IDEA4RC project.

e [E]: Meeting with coordination team and CERTH.

e [E]: Requirements mapped by T2.4 and defined by T2.2.

Table 4. Simple file-based deployment (Excel, CSV, TSV
1. Partners involved: SERMAS-LA PAZ, UNIPD, UKE, ISMETT, BIOMERIS

Expertise: Data holders (Managers of the platform)
Simple file-based deployment (Excel, CSV, TSV)
As a Protect child data holder

| want to install and set up the data capsule

So that | can enable and manage access to the Protect Child platform and data sources.

Initial acceptance criteria [L, E]:

e [E]: The hospital IT team can place validated data (e.g., in .csv, .xIsx, or .tsv format) into a
designated folder on the system.

e [E]: A predefined script, provided with the capsule, is executed to inject data from the folder
into the platform.

e [E]: The script logs success or failure, with detailed output for debugging if needed.
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e [E]: The capsule automatically processes the data and builds the core project common data
model database, generates an OMOP-based database for secondary use and analytics.

e [L]: The script includes logs for errors, successful ingestion, and file versioning.

Additional notes:

Information that supports the user story [E]:

e [E]: Conversations with technical experts

e [P]: Documentation made for other project tasks.

e [E]: Interview with BIOMERIS.

Table 5. Semantic-standard-driven deployment (FHIR, OMOP)

2. Partners involved: SERMAS-LA PAZ, UNIPD, UKE, ISMETT

Expertise: Data holders (Managers of the platform)
Semantic-standard-driven deployment (FHIR, OMOP)
As a Protect child data holder

| want to reuse my existing data available in the hospital (CoE),

So that | can contribute to the capsule without redundant reformatting.

Initial acceptance criteria [L, E]:

e [E]: The center verifies whether the FHIR or OMOP data matches the implementation guide
defined by Protect-Child.

e [E]: If not, the center is responsible for adapting its data to meet the expected FHIR IG.

e [E]: Once compatibility is confirmed, the FHIR is converted to OMOP and is injected into the
capsule without converting from CSV.

e [L, E]: Once compatibility of the OMOP data is also confirmed, it can also be injected in the
capsule.

e [L]: The capsule builds on OMOP data model databases to ensure compatibility across CoEs.

Additional notes:

Information that supports the user story [E]:
e [E]: Conversations with technical experts.
e [P]: Documentation made for other project tasks.

Table 6. Capsule versioning
3. Partners involved: SERMAS-LA PAZ, UNIPD, UKE, ISMETT, UPM

Expertise: Data holders (Managers of the platform)
Capsule versioning
As a Protect child data holder

| want to create the latest version of the capsule whenever new data needs to be added,

So that each capsule reflects a specific, immutable dataset release, and | can track changes over
time.

Initial acceptance criteria [L, E, P]:

e [L]: Once a capsule is built and deployed, it is immutable, no further data can be added or
modified within it.

e [E]: To add new data, the old capsule must be deleted, and a new capsule must be created
with the updated dataset.

e [L]: The new capsule is assigned a version number or release ID following the agreed
convention (e.g., Release_1, Release_2).

e [L, E]: The modifications of the capsule are registered in a logbook.

e [E]: Each release is uniquely identifiable so that downstream users and tools can trace the
exact dataset it contains.

e [E]: Afterimplementation, it is expected updates in the data capsule to be carried out annually,
in alignment with the requirements of the European Health Data Space regulation.

e [L]: The central infrastructure references the latest capsule release by default, unless
otherwise specified.

e [E]: Data centers are responsible for locally maintaining a copy of each previous capsule
version if needed for traceability or auditing.

WP2_D2.1 PROTECT CHILD 38



x :prq'lect
D2.1 — High level requirements and user stories child,

e [P]: Once the script is re-run, the latest version will be available for the Protect Child
orchestrator.

Additional notes [R]:
e [R]: The European Health Data Space (EHDS) anticipates implementing data versioning

approximately on an annual basis.

Information that supports the user story [E, LR, P]:

e [E]: Conversations with technical experts and documentation made for other project tasks.

e [P]: Previous projects such as IDEA4RC.

e [P]: Osmond, M., Hartley, T., Dyment, D. A., Kernohan, K. D., Brudno, M., Buske, O. J,, ... &
Mostafavi, S. (2022). Outcome of over 1500 matches through the Matchmaker Exchange for
rare disease gene discovery: The 2-year experience of Care4Rare Canada. Genetics in
Medicine, 24(1), 100-108.

e R]: European Parliament & Council of the European Union. (2025, February 11). Regulation
(EU) 2025/327 of the European Parliament and of the Council of 11 February 2025 on the
European Health Data Space and amending Directive 2011/24/EU and Regulation (EU)
2024/2847. Official Journal of the European Union, L 63, 5 March 2025.

Table 7. Integration of data sources through a common data model
4. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD, DEUSTO

Expertise: Data managers (Managers of the platform)

Integration of data sources through a common data model
As a Data Manager

| want the platform to support the secure integration and harmonization of multi-source clinical
data (including electronic health records, registries such as PETER and ModSimTher, and laboratory
data) into a common data model,

so that | can efficiently share standardized data within the Protect-Child ecosystem.

Initial acceptance criteria [LR, E, P]:

e [E, LR, P]: The platform shall enable the secure integration of data including electronic health
records (EHRSs), registries such as Peter, ModSimTher, and laboratory data) into a common
data model.

e [E]: The platform allows the successful integration of the extract, transform and load (ETL)
workflows validated for each Center of Expertise (CoE).

e [E]: The unstructured data should be adapted to the common data model through Natural
Language Processing (NLP).

e [E]: The data is converted to OMOP data model.

e [L]: The platform enables secure interoperability across diverse EHR systems and between
hospitals, labs, and research institutions.

Additional notes:
e The requirements of this user story are related to User Story 2 and User Story 5.

Information that supports the user story [P, W, LR]:

e [P]: Previous projects such as IDEA4RC.

o [W]: “Whatever you use, and this is a term in HPO terms called hypoglycemia... there is a
word called hypoglycemia with a code and a standardization... These ontologies are not only
clinical signs or symptoms, but also biochemical, x-ray, and neurophysiological findings.” —
Geneticist

o [W]: “We have different tools with different electronic software.” — Hepatologist

e [W]: "Because probably if in Italy you put 'mis’... by mistake... you need to interpret the context
that this particular doctor is putting 'mis' as an algorithm."— Lab scientist

e [W]: "For doing that [automation], you need to transform what is now a box... a general form.
That takes at least ten to fifteen minutes, even if it's just clicking."— Lab scientist

e [LR]: Gill, I. 8., Griffiths, E. J., Dooley, D., Cameron, R., Savi¢ Kallesge, S., John,N. S., ... &
Hsiao, W. W. (2023). The DataHarmonizer: a tool for faster data harmonization, validation,
aggregation, and analysis of pathogen genomics contextual information. Microbial Genomics,
9(1), 000908.
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e [LR]: Danahey, K., Borden, B. A., Furner, B., Yukman, P., Hussain, S., Saner, D., ... &
O'Donnell, P. H. (2017). Simplifying the use of pharmacogenomics in clinical practice: building
the genomic prescribing system. Journal of biomedical informatics, 75, 110-121

Table 8. NLP Tool for converting to common data model
5. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD, DEUSTO
Expertise: Managers of Protect-Child Platform (Potentially BIOMERIS)

NLP Tool for converting to common data model
As a Data Manager

| want the platform to help me extract and convert the unstructured data that comes from local
hospitals or a research center to the common data model of Protect child
so that | can share the data for the Protect Child ecosystem

Initial acceptance criteria [LR, E, P]:

e [E, LR, P]: The platform enforces unstructured data to match predefined health and
genomic data standards to ensure interoperability with the agreed data models (e.g.,
OMOP).

e [E, P]: The NLP standardization process of unstructured data should consider the
languages of the text field (e.g., Spanish, Italian, German).

e [E]: The platform integrates context-aware intelligence to interpret ambiguous or region-
specific terms (e.g., "MIS" used differently across countries).

e [L, LR]: The model should translate phenotype descriptions into standardized ontology codes
and maps them correctly across specialties.

e [P, E]: The platform also provides a report of the NLP model with quality indicators (e.g.,
confidence scoring) for Data Users to validate the extraction of the information needed.

e [E]: The model should also provide standard metrics (e.g., precision, recall, F1-score) to
data managers to evaluate the models before deployment.

e [E, W]: The conversion to standardized formats can be applied not just to genomic data
(already well-defined) but can be extended to diverse clinical documents such as pre-
transplant evaluations, surgical reports, discharge summaries, histopathology reports,
outpatient notes, laboratory results, immunological assessments, and imaging reports.

e [E]: Users can run the NLP tool locally on their machine to automatically extract and map
unstructured data to the common data model, without requiring full platform execution.

Additional notes [E]:

o [E]l: The extraction of data should be within the Secure Processing environments and
performed using open-source language models (e.g., Mistral, Medgemma) complying with
GDPR standards such as Article 6 and EHDS Article 50.

e [E]: In accordance with legal requirements, the CoE must maintain a record of all processing
activities and an audit trail documenting dataset access, algorithm execution, and data
exports to ensure accountability (Article 30, GDPR).

e [L]: This aspect still requires additional investigation to be conducted in the iterative phase of
T2.1

Information that supports the user story [P, W, LR, E]:

e [P]: Previous projects such as IDEA4RC.

e [E]: Requirements mapped by T2.4.

o [W]: “Whatever you use, and this is a term in HPO terms called hypoglycemia... there is a
word called hypoglycemia with a code and a standardization... These ontologies are not only
clinical signs or symptoms, but also biochemical, x-ray, and neurophysiological findings.” —
Geneticist

o [W]: “We have different tools with different electronic software.” — Hepatologist

o [W]: "Because probably if in Italy you put 'mis'... by mistake... you need to interpret the context
that this particular doctor is putting ‘'mis' as an algorithm."— Lab scientist

o [W]: "For doing that [automation], you need to transform what is now a box... a general form.
That takes at least ten to fifteen minutes, even if it's just clicking."— Lab scientist

o [LR]: Gill, I. S., Griffiths, E. J., Dooley, D., Cameron, R., Savi¢ Kallesge, S., John, N. S., ... &
Hsiao, W. W. (2023). The DataHarmonizer: a tool for faster data harmonization, validation,
aggregation, and analysis of pathogen genomics contextual information. Microbial Genomics,
9(1), 000908.
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e [LR]: Danahey, K., Borden, B. A., Furner, B., Yukman, P., Hussain, S., Saner, D., ... &
O'Donnell, P. H. (2017). Simplifying the use of pharmacogenomics in clinical practice: building
the genomic prescribing system. Journal of biomedical informatics, 75, 110-121

Table 9. Data quality checks
6. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD, DEUSTO

Expertise: Data managers (Managers of the platform)

Data quality checks
As a Data Manager

| want to run quality checks before the data injection across one or more data sources available

So that | can check for any errors in the data and fix them

Initial acceptance criteria [E]:

e [E]: Automated validation and error-checking mechanisms detect inconsistencies or
mismatches in terminology and suggest corrections.

e [E]: Quality is defined as: (1) completeness, (2) conformance, (3) plausibility.

e [P]: Only variables above an agreed quality score (threshold) are made available to be
transferred to the Protect Child Capsule.

Additional notes:

Information that supports the user story [P, E, LR, FG]:

e [P]: Previous projects such as IDEA4RC.

e [E]: Conversational with statistician from La Paz.

e [LR]: Martinez-Garcia, M., & Hernandez-Lemus, E. (2022). Data integration challenges for
machine learning in precision medicine. Frontiers in medicine, 8, 784455.

e [LR]: Lau, J. W., Lehnert, E., Sethi, A., Malhotra, R., Kaushik, G., Onder, Z., ... & Davis-
Dusenbery, B. (2017). The Cancer Genomics Cloud: collaborative, reproducible, and democratized—
a new paradigm in large-scale computational research. Cancer research, 77(21), e3-€6.

e [LR]: Murtagh, M. J., Turner, A., Minion, J. T., Fay, M., & Burton, P. R. (2016). International
data sharing in practice: innovative technologies meet old governance. Biopreservation and
biobanking, 14(3), 231-240

e [FG]: Number two important piece is related to the data quality. Now you have to clean the
data before using it. - Big data expert

e [El: Insights provided during consortium meeting in Palermo by DEUSTO.

Table 10. Metadata sharing
7. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD, DEUSTO

Expertise: Data holders (Managers of the platform)

Metadata sharing
As a Protect child data holder

| want to make the metadata from the data sources available to data users to describe the

information in the capsule
So that | can make data users able to search whether the information available in the capsule is

relevant for their research.

Initial acceptance criteria [L, P, E]:

e [L, E]: Metadata is structured and standardized across all relevant data sources.

e [P]: Data Users can search and filter metadata to assess relevance before requesting access
to raw or aggregated data.

e [P]: The metadata presentation includes key descriptors (e.g., data type, number of patients,
collection times, disease area, level of aggregation).

Additional notes:

Information that supports the user story [P, FG, E]:

e [P]: Previous projects such as IDEA4RC.

e [FQ]: “Itis very important for clinical experts to have this [aggregated] information in one single
screen” — Geneticist
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e [FG]: “I think that [the problem] is the low number of patients in this, if we interrogate the
overall set of capsules, we could obtain only aggregated results.” — Pediatrician
e [FG]: “You can, uh, integrate data from a clinical investigation” — Pediatrician
e [FG]: “There are there are some big registries but they're not so big and they're not so uh,
holistic as in terms of aggregating as they are more specifically for a certain pathology” - Pediatrician
e [E]: Conversations with technical experts, managers of the projects and documentation for
other tasks related to the project (E.g., Clinica Project, High level data and material mapping).

Table 11.Managing data access
8. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.

Expertise: Data holders (Managers of the platform)
Managing data access
As a Protect child data holder

| want the platform to help me evaluate the status of the submitted data permit

so that | can understand whether additional information is needed or what steps are required to
complete the data permit application process.
Initial acceptance criteria [L, P]:

e [P]: The platform allows me to track the different statuses of the requests. For instance, the
platform contains a dashboard displaying ongoing, pending, and completed data access applications.
e [L]: The platform allows me different filtering options (e.g., by status, dataset, institution).

e [P]: The platform allows me to see and manage the uploaded documents (e.g., ethical
approval, data manager process, etc.).

e [P]: The platform allows me to leave internal notes and access the logs of communication
between requests.

e [E]: The platform notifies if after 2 months there are still aspects of the data permit under
evaluation (e.g., revision of the approval of the study protocol).

e [E, LR]: The platform allows me to assign actions to distinct roles to users in my organization
(e.g., legal, ethics, clinical).

e [P]: The platform allows me to define specific Data Governance Policies outlining what data
can be shared and under what conditions.
Additional notes:

e [E]: In line with GDPR Article 35, SPE operators must assign a Data Protection Officer (DPO)
and assess the impact on data protection for all high-risk processing activities.

e [E]: User will only access sensitive data only when authorized through valid permits issued by
the Governance layer.

e [E, R]: This process should align with the requirements set by the European Health Data Space
(EHDS), including the establishment of a centralized Health Data Access Service (HDAS).

e [LR]: This user story is also justified based on best practices identified in the literature.

e [L]: This aspect still requires additional investigation to be conducted in the iterative phase of
T2.1

Information that supports the user story [P, FG, E]:

e  [P]: Previous projects such as IDEA4RC.

e [E]: Conversations with technical experts, managers of the projects and documentation for
other tasks related to the project (E.g., Clinica Project, High level data and material mapping).
[E]: Requirements mapped by T2.4 and identified by T2.2.

[LR]: Quinn, P., Ellyne, E., & Yao, C. (2024). Will the GDPR restrain health data access bodies
under the European Health Data Space (EHDS)? Computer Law & Security Review, 54,
105993.

e [LR]: Pavlenko, E., Strech, D., & Langhof, H. (2020). Implementation of data access and use
procedures in clinical data warehouses. A systematic review of literature and publicly
available policies. BMC medical informatics and decision making, 20(1), 157.

e [LR]: Wood, A., Denholm, R., Hollings, S., Cooper, J., Ip, S., Walker, V., ... & Sudlow, C.
(2021). Linked electronic health records for research on a nationwide cohort of more than 54
million people in England: data resource. bmj, 373.

e [R]: European Parliament & Council of the European Union. (2025).
Regulation (EU) 2025/327 of 11 February 2025 on the European Health Data Space and
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amending Directive 2011/24/EU (OJ L 63, 5 March 2025). Official Journal of the European
Union.

Table 12. Define actors and roles for data permit management
9. Partners involved: SERMAS-LA PAZ, UNIPD, UKE, ISMETT, CERTH

Expertise: Legal representatives (from Data holders)
Define actors and roles for data permit management

As a Protect-Child Data Holder

| want to define the actors involved in governance and assign authorization levels,

so that different authorized users can revise and control the workflows for the data permit and
ensure that only authorized personnel manage and review applications.

Initial acceptance criteria [P]:

¢ [P, LR]: The system allows data holders to define actors in my organization (legal staff, data
managers, reviewers, etc.).

¢ [P]: Each actor can be assigned an authorization level to control different aspects of the
workflow.

¢ [P]: The platform has an authentication system that verifies the credentials against
authorized roles.

Additional notes:

Information that supports the user story [P]:

¢ [P]: Previous projects such as IDEA4RC.

¢ [LR]: Quinn, P., Ellyne, E., & Yao, C. (2024). Will the GDPR restrain health data access bodies
under the European Health Data Space (EHDS)? Computer Law & Security Review, 54,
105993.

¢ [LR]: Pavlenko, E., Strech, D., & Langhof, H. (2020). Implementation of data access and use
procedures in clinical data warehouses. A systematic review of literature and publicly
available policies. BMC medical informatics and decision making, 20(1), 157.

¢ [LR]: Wood, A., Denholm, R., Hollings, S., Cooper, J., Ip, S., Walker, V., ... & Sudlow, C.
(2021). Linked electronic health records for research on a nationwide cohort of more than 54
million people in England: data resource. bmj, 373.

Table 13. Data permit rules and documentation
10. Partners involved: SERMAS-LA PAZ, UNIPD, UKE, ISMETT, CERTH

Expertise: Data holders (Managers of the platform)
Data permit rules and documentation

As a Protect Child Data Holder

| want to specify the rules for accessing the data as well as the documentation and templates
required for a data permit application (e.g., study protocol, consent form templates),

so that data users know exactly what is needed to complete their application and can submit it
using the correct formats.

Initial acceptance criteria [P]:

e [E, P]: The Data Holder can list all required documents and information for a Data Permit
(e.g., study protocol, ethics approval, data protection plan).
e [P]: Governance interface allows specifying required application information:
o Name, institution, position, department/address, contact details
o BriefCV
o Type of requesting institution (predefined list)
o Short study description and other requested info
e [P]: The Data Holder can upload templates or examples linked to each document type.
Each document in the application interface is linked to a template (editable or linked to a
web app).
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[L, E]: Data Users can view the requested information and download templates directly from
the Data Governance Platform.

[L, E]: The platform distinguishes between mandatory and optional documents.

[E]: The Data Holder can update or revise requirements, with version history visible to Data
Users.

[P]: System allows uploading conditions for data use (PDF or web links).

[P]: Conditions are linked to automatic checks when Data Users submit an application.

[L]: The requirements are associated with specific datasets or categories of data access.
[L, E]: Only authorized Data Holders can edit or manage the requirements.

[P]: Data Users’ applications can be automatically checked for completeness against these
defined requirements.

[P]: Configuration interface allows saving incomplete setups and resuming later.

[P]: Once all steps are complete, the configuration can be confirmed and saved.

Additional notes [P]:

[LR]: This user story is informed by the requirements outlined in the European Health Data
Space (EHDS), as well as by insights from prior projects and best practices identified through
a literature review.

[L, E]: Recognizing that institutions and countries may have distinct regulatory and
operational requirements, this user's story highlights the adaptability of the governance
platform allowing customization of requirements for accessing proprietary hospital data.

&

&
&
&

Information that supports the user story [P, E]:

[P]: Previous projects such as IDEA4RC.

[E]: Data governance flows.

[E]: Discussions with data governance teams (e.g., CERTH, UDGA).

[LR]: European Parliament & Council of the European Union. (2025).
Regulation (EU) 2025/327 of 11 February 2025 on the European Health Data Space and
amending Directive 2011/24/EU (OJ L 63, 5 March 2025). Official Journal of the European
Union.

[LR]: Quinn, P., Ellyne, E., & Yao, C. (2024). Will the GDPR restrain health data access
bodies under the European Health Data Space (EHDS)? Computer Law & Security
Review, 54, 105993.

[LR]: Pavlenko, E., Strech, D., & Langhof, H. (2020). Implementation of data access and use
procedures in clinical data warehouses. A systematic review of literature and publicly
available policies. BMC medical informatics and decision making, 20(1), 157.

[LR]: Wood, A., Denholm, R., Hollings, S., Cooper, J., Ip, S., Walker, V., ... & Sudlow, C.
(2021). Linked electronic health records for research on a nationwide cohort of more than 54
million people in England: data resource. bmj, 373.

[LR]: Prasser, F., Spengler, H., Bild, R., Eicher, J., & Kuhn, K. A. (2019). Privacy-enhancing
ETL-processes for biomedical data. International journal of medical informatics, 126, 72-81.
[LR]: lenca, M., Ferretti, A., Hurst, S., Puhan, M., Lovis, C., & Vayena, E. (2018).
Considerations for ethics review of big data health research: A scoping review. PloS
one, 13(10), e0204937.

Table 14. Data

permit access oversight

11. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.

Expertise: Data manager (Data holder)
Data permit access oversight
As a Protect child data holder

| want the platform to help me evaluate access to the data and enforce role-based, time-limited
access controls

so that | can track usage and ensure data is only used within the agreements previously
established
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Initial acceptance criteria [P, L]:
e [P, L]: The platform contains a dashboard with the users who have accessed the data, and
the data permit information.
e [E]: The platform allows me to see any comments attached to the data permit application.
e [L]: The platform reminds me once an access is about to expire to either remind the data
user to update their data permit or revoke the data access.
e [L]: The platform provides a compliance report so that | can download it for audits or internal
reviews.
e [L]: The data holder must give access only to the data variables included in the data access
permit and have mechanisms of control to revoke access when necessary.
Additional notes:

e [E]: All data processing activities (e.g., under the capsule) should be GDPR compliant (e.g.,
article 6 and 9) with a specific consent of the patient to share the data for secondary purposes.
Additionally, the data shared with data users should be pseudoanonymized or aggregated.

Information that supports the user story [FG, LR, P]:

e [FG]: "If we need the ethical approval, if you want to, if you want to do, a clinical study or
something for the standard practice. Uh, maybe the problem with privacy is, uh, to get access to
some data. —Geneticist

e [FG]: “You need ethical permission and legal permission and many other things” —
Pediatricians

e [FG]: “And complete ethical support, to convince our ethical committee to access” —
Pediatrician

e [FG]:"The main issue that we identified was that the procedures are very bureaucratic [...] all
of these procedures take a lot of time that could be used in other ways." — Lawyer

e [FG]: “An LLM like a ChatGPT thing where you can just go and ask it: What do | need to do
if I want to do a clinical trial on this? And it just shows you that” — Lawyer

e [LR]: Rodchenkov, I., Babur, O., Luna, A., Aksoy, B. A., Wong, J. V., Fong, D., ... & Sander,
C. (2020). Pathway Commons 2019 Update: integration, analysis, and exploration of pathway data.
Nucleic acids research, 48(D1), D489-D497.

e [P]: Previous projects such as IDEA4RC.

e [E]: Data governance workflows.

e [E]: Requirements mapped in T2.4

Table 15. Auditing
12. Partners involved: SERMAS-LA PAZ, UNIPD, UKE, ISMETT, CERTH

Expertise: Data holders (Managers of the platform)
Auditin
As a Protect child data holder

| want to audit data access and data processing activities for my Secure Processing Environment
(data capsule)

so that | can comply with governance provisions and legal obligations as mandated by the GDPR
and the European Health Data Space (EHDS) Regulation.

Initial acceptance criteria [P]:

¢ [P]: A data usage tracking and auditing dashboard is available (T7.2).

¢ [P]: Audit results are produced to meet the Centres of Expertise (CoEs) obligations under the
GDPR, including the facilitation of data subject rights under Chapter lll.

Additional notes [P, R]:

¢ [P, R]: This user story is linked to logging requirements expressed in Article 50(1)(e) of the
proposed EHDS Regulation.
[W]: This user story may evolve once a Health Data Access Body (HDAB) is formally
established.

¢ [E]: All data processing activities must comply with the GDPR, particularly Articles 6 and 9,
and ensure explicit user consent for allowing data access.
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¢ [E]: In accordance with Article 30 (GDPR), each CoE must maintain a record of processing
activities and an audit trail documenting dataset access, algorithm execution, and data
exports to ensure accountability.

¢ [E, P]: Secure Processing Environments (SPEs) must maintain immutable, trusted logs for
at least one year, to support internal and external audits.

Information that supports the user story [P]:

¢ [P]: Previous projects such as IDEA4RC.

¢ [P]: Previous project such as TEDHAS: Schlinder, I., Bodi, A., Hanché, V., Peculis, R.,
Rizzuto, L., Rovite, V., Selecka, I., ... Schneider, K. (2025, May 27). D7.1 Guideline on how
to use data in a secure processing environment (Deliverable D7.1). TEHDAS2 — Second
Joint Action Towards the European Health Data Space. https://tehdas.eu/wp-
content/uploads/2025/07/d7.1-quideline-on-how-to-use-data-in-a-secure-processing-
environment.pdf

¢ [R]: European Parliament & Council of the European Union. (2016, April 27). Regulation
(EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation). Official Journal of the European Union, L 119, 1-88. https://eur-
lex.europa.eu/eli/reg/2016/679/0j

¢ [R]: European Parliament & Council of the European Union. (2025, February 11).
Regulation (EU) 2025/327 of the European Parliament and of the Council of 11 February
2025 on the European Health Data Space and amending Directive 2011/24/EU and
Regulation (EU) 2024/2847. Official Journal of the European Union, L 63, 5 March 2025.

¢ [E]: Requirements mapped by T2.4 and defined by T2.2.

Table 16. Backoffice dashboard for signing agreements PROTECT-CHILD [GDPR compliance
13. Partners involved: SERMAS-LA PAZ, UNIPD, UKE, ISMETT, CERTH

Expertise: Legal representatives (from Data holders)
Backoffice dashboard for signing agreements PROTECT-CHILD [GDPR compliance]

As a PROTECT-CHILD legal representative

| want to examine and process the requests for digital signature of study specific PROTECT-
CHILD Agreements related to the usage of my PROTECT-CHILD Platform component

So that | can process personal data in my PROTECT-CHILD component in compliance with the
GDPR and the upcoming EHDS Regulation

Initial acceptance criteria [P]:

e [P]: A Dashboard is provided where the list of pending study specific PROTECT-CHILD
agreements (related to User Story 29) is shown.

e [P]: Only Agreements related to processing occurring in the relevant PROTECT-CHILD
component are shown.

e [P]: The PROTECT-CHILD Platform component legal representative can digitally sign the
pending Agreements.

e [P]: The PROTECT-CHILD Platform component legal representative can check the status
and history of all pending and signed study specific PROTECT-CHILD agreement.

Additional notes [P]:

¢ [E]: This is a potential but non-mandatory user story. It requires further clarification from
data holders regarding the process for accepting digitally signed documents, including
which software is recognized and under what conditions.

¢ [E]: Data shared across borders within the federated network should rely on permits
recognized by Health Data Access Bodies (HDABSs) in line with EHDS Article 50.

¢ [L]: This aspect still requires additional investigation to be conducted in the iterative phase
of T2.1

Information that supports the user story [P]:
e [P]: Previous projects such as IDEA4RC.
e [E]: Requirements mapped by T2.4 and defined by T2.2.
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Table 17. Data permit processing overview
14. Partners involved: SERMAS-LA PAZ, UNIPD, UKE, ISMETT, CERTH

Expertise: Legal representatives (from Data holders)
Data permit processing overview

As a Protect Child Legal Representative

| want to provide an overview of the data processing activities performed by my CoE, including
those carried out by CoE researchers as well as by any external users who have submitted a data
permit application

So that | can respond to a Supervisory Authority’s request

Initial acceptance criteria [P]:

e [P]: A Dashboard is provided from where the legal representative(s) will have access to all
documentation and information necessary in order to satisfy the request, such as:
o Anonymization procedures
o Access granting procedures
o Technical and organizational measures
o DPIAs
o Data access applications and supporting documents

e [P]: Data permits granted
Additional notes [E]:

e [E]: In accordance with legal requirements, the CoE must maintain a record of all processing
activities and an audit trail documenting dataset access, algorithm execution, and data exports
to ensure accountability (Article 30, GDPR).

e [E]: All data processing activities (e.g., under the capsule) should be GDPR compliant (e.g.,
article 6 and 9) with a specific consent of the patient to share the data for secondary purposes.
Additionally, the data shared with data users should be pseudoanonymized or aggregated.

e [E]: Inline with GDPR Article 35, SPE operators must assign a Data Protection Officer (DPO)
and assess the impact on data protection for all high-risk processing activities.

Information that supports the user story [P, E]:
¢ [P]: Previous projects such as IDEA4RC.
¢ [E]: Requirements mapped by T2.4 and defined by T2.2.

Table 18. Data permit granting
15. Partners involved: SERMAS-LA PAZ, UNIPD, UKE, ISMETT, CERTH

Expertise: Legal representatives (from Data holder)
Data permit granting

As a CoE legal representative

| want to examine and process Data Access Applications that involve data held by my CoE

So that | can approve it, reject it with a motivation, or require minor additional information before
a Data Permit is granted.

Initial acceptance criteria [P]:

e [P]: A Dashboard is provided where the list of pending Data Access Applications per date of
filing is shown and can be processed.

e [P]: Only Data Access Applications in scope of the relevant CoE responsibility (i.e.,
requested for cohorts that include data from that CoE) are shown.

o [P]: A Data Permit will be granted to the requesting Data User (related to User Story 29 and
30) only when all CoEs whose responsibility the Data Access Application is in the scope of.
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e [P, LR]: The data holders must accept or reject access to their dataset. The expected time
for the approval is within 2 months. This can be extended due to the complexity of project.
However, it is important to communicate to the researcher.

e [LR]: Potentially, the approval of the data permit can also be accepted or rejected through
the Health Data Access Body (HDAB). This approval is also expected to happen within 2
months. However, the complexity of the project might influence this timing.

e [P]: The CoE legal representative can digitally sign her/his deliberation

o In case of approval, the CoE legal representative can digitally sign the PROTECT-
CHILD data permit, generated as per User Story 29 and attached to the Data
Access Application as per User Story 30)

o In case of rejection, the legal representative should be able to describe the reason,
for the data user to consider.

e [P]: The CoE legal representative can check the status, comments and history of all
pending and examined Data Access Applications.

Additional notes [P, R]:

e [R]: The above obligation is provided in Art. 43 of the EHDS Regulation, and it prescribes
obligations to Health Data Access Bodies. In the context of PROTECT-CHILD, it is the
PROTECT-CHILD federated platform that could be considered as a Data Access Body.
However, as it is not intended for the platform to become a legal entity, this obligation shall,
most likely, fall onto the personnel responsible for the Data Permit procedures. In the
upcoming years, the Health Data Access Body.

e [P, R, E]: Data holders must foresee making the pseudoanonymized datasets available to the
Health Data Access Body to allow data access with the corresponding entities when
necessary.

e [E]: The data shared should comply with the principles of data minimization and purpose
limitation principles.

Information that supports the user story [P, R]:
¢ [P]: Previous projects such as IDEA4RC.
¢ [R]: Frequently Asked Questions on European Health Data Space .
¢ [R]: European Parliament & Council of the European Union. (2025, February 11). Regulation
(EU) 2025/327 of the European Parliament and of the Council of 11 February 2025 on the
European Health Data Space and amending Directive 2011/24/EU and Regulation (EU)
2024/2847. Official Journal of the European Union, L 63, 5 March 2025.

Table 19. Data permit revocation
16. Partners involved: SERMAS-LA PAZ, UNIPD, UKE, ISMETT, CERTH
Expertise: Legal representatives (from Data holders)

Data permit revocation

As legal representative

| want to examine compliance of Data Permit with its granting conditions and relevant legislation

So that | can revoke a granted Data Permit not complied to

Initial acceptance criteria [P, L]:

e [P]: A Dashboard is provided to the CoE legal representative. In this dashboard legal
representatives can: (1) Monitor Data User's compliance with the conditions established by
the CoE as well as national and international legislation, (2) Evaluate the information that
comes from auditing process (US 11) (Audit data access in CoEs Data capsule), (3) Request
Data Users for additional information.

e [P]: In this dashboard, legal representatives can terminate the data processing operations if
non-compliance is identified. Potentially, they may notify the Data User of the issue, providing
about 2 months for corrective action, and offer an opportunity to present their perspective. If
non-compliance persists, legal representatives have the possibility to revoke the Data Permit,
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cease any relevant data processing operation and, where appropriate, exclude the Data User
from any access to the data for a period up to 5 years.
e [P]: Inform the Data User of its decisions and the reasons upon which it was made.
Additional notes:

Information that supports the user story [P, R, E]:
¢ [P]: Previous projects such as IDEA4RC.
¢ [E]: Data governance workflows.

User stories focused on data users

The following user stories describe, from the perspective of Protect-Child data users,
the key functionalities the platform must support throughout the full research workflow,
from registration and login, to metadata exploration, cohort creation, data analysis,
visualization, and reporting. Each user story captures what users need to achieve and
why, while the accompanying acceptance criteria outline how the system should
behave in practice. To structure these requirements, we distinguish between functional
requirements, which define the concrete actions and operations the platform must
enable, and non-functional requirements, which describe the quality attributes and
conditions (e.g., security, usability, compliance, scalability) that ensure those functions
can be delivered safely.

Functional high-level requirements
Registration and Login

Table 20. Registration
17. Partners involved: SERMAS-LA PAZ, UNIPD, UKE, ISMETT, CERTH
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Registration
As a Protect child data user

| want to register on the Protect Child platform

So that | can securely access its resources and services.

Initial acceptance criteria [L, P, E]:
e [P]: A secure web page is available where | can fill out a registration form.

e [L]: The form requires me to provide my full name, institutional email, affiliated institution,
role, and a strong password that meets security standards.

[L]: After submitting the form, | receive a verification email with a confirmation link.
[L]: I can confirm my email address by clicking the link in the verification email.

e [L, E]: Once my email is verified, | am prompted (or required) to set up multi-factor
authentication (MFA) for enhanced security.

e [L, P]: I canlog in at any time to update my profile information or change my password.
Including auto-expiration after inactivity and the ability for users to view and revoke active
sessions.

e [L]: The platform ensures credentials and tokens are never stored or transmitted in plaintext,
using strong hashing algorithms and secure token-based authentication (e.g., OAuth 2.0).

e [L]: The platform ensures all backend services mutually authenticate and encrypt
communication before exchanging any sensitive data (e.g., via service mesh or mTLS).
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Additional notes [E]:

e [E]: SPEs must apply security-by-design and security-by-default principles in line with ENISA
and ISO 27001/27701 standards, including encryption, access control, and key management.

e [E]: All users and administrators accessing health data shall authenticate using MFA and
recognized federated identity frameworks (eIDAS, GA4GH Passports). Each identity must be
distinct, non-transferable, and consistently verified while active.

Information that supports the user story [P, E]:

e [P]: Previous projects such as IDEA4RC.

e [E]: Requirements mapped by T2.4 and defined by T2.2.

Table 21. Login
18. Partners involved: SERMAS-LA PAZ, UNIPD, UKE, ISMETT, CERTH
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Login
As a Protect child data user

| want to log in to Protect Child

So that | can access my account and use its features.

Initial acceptance criteria [L, P]:

e [P, E]: Alogin page is provided for users to enter their credentials (from their organizations).

e [L]: Users can only access their account after successful authentication.

e [E, P]: The platform requires Multi-Factor Authentication (MFA) for all data holders and
enforces role-based access control (RBAC), ensuring users only see and interact with the data and
functions aligned with their permissions.

e [L, P]: The platform provides a secure interface with HTTPS enforced to ensure all login
credentials and session data are transmitted securely.

e [L]: If incorrect credentials are entered, an error message is displayed.

e [L]: Users remain logged in for a session unless they log out or their session expires.

e [L]: The platform prevents multiple failed login attempts.

e [E]: The platform verifies user context (device, location, behavior) at login and during high-
risk actions.

e [L]: The platform logs and monitors all login attempts, including successful and failed
attempts, with timestamp, IP address, and device fingerprint.

e [L]: The platform alerts users and administrators in case of suspicious login attempts, such
as from a new device or an unexpected location.

e [L]: The platform provides session management features, including auto-expiration after
inactivity and the ability for users to view and revoke active sessions.

e [L]: The platform ensures credentials and tokens are never stored or transmitted in plaintext,
using strong hashing algorithms and secure token-based authentication (e.g., OAuth 2.0).

e [L]: The platform ensures all backend services mutually authenticate and encrypt
communication before exchanging any sensitive data (e.g., via service mesh or mTLS).

Additional notes [E]:

e [E]: SPEs must apply security-by-design and security-by-default principles in line with ENISA
and ISO 27001/27701 standards, including encryption, access control, and key management.

e [E]: All users and administrators accessing health data shall authenticate using MFA and
recognized federated identity frameworks (eIDAS, GA4GH Passports). Each identity must be
distinct, non-transferable, and consistently verified while active.

Information that supports the user story [P, E]:

e [P]: Previous projects such as IDEA4RC and regulations EHDS.

e [E]: Conversations with technical experts and documentation made for other project tasks.

e [E]: Workshop Implementing Zero Trust with Istio (20/06/25).

e [E]: Requirements mapped by T2.4 and defined by T2.2.
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General data management
Data discoverability [Metadata Search]

Table 22. Informed metadata discove
19. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.

Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Informed metadata discovery
As a Protect child data user

| want to see a summary of the platform's goals and purpose before exploring the metadata or
logging into the system
so that | can understand what the platform offers and decide if it is relevant to my work.

Initial acceptance criteria [L, P]:

e [P]: The platform provides a summary of how the platform works.

e [P]: The landing page includes two buttons: a) One to explore the metadata of the available
databases. b) One to log in and access my personalized workspace and gather information.

Additional notes:

Information that supports the user story [W, P]:
e [P]: Previous projects such as IDEA4RC.
e [W]: Validation during workshop, this user story was accepted.

Table 23. Metadata discovery (1 by Advanced search
20. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Metadata discovery (1 by Advanced search)
As a Protect child data user

| want to start the metadata search by selecting a specific transplant use case (e.g., liver, kidney)

So that | can explore variables metadata-level information relevant only to my area of interest.

Initial acceptance criteria [P]:

e [P]: The metadata search interface presents a list of available transplant types of datasets
with the number of patients for each dataset.

e [P]: Data Users can select between one or multiple transplant types.

e [P]: After selecting a transplant type, | can proceed to the next step by clicking the "Continue"
button.

e [P]: A visual progress bar (with steps like "Transplant Type," "Variables Pre-selection,"
"Availability per Center," and "Detail Analysis") guides me through the metadata exploration workflow.

e [W]: A map showing the centers available is shown after selecting the transplant type to
further evaluate the locations | will retrieve data from.

e [P]: The transplant type selection is accessible without logging into the platform.

Additional notes [E]:

e [E]: Each SPE shall deploy a GA4GH Beacon v2 endpoint to enable federated discovery of

genomic and phenotypic variants derived from VCF/BAM metadata.

Information that supports the user story [FG, W, P]:

e [FG]: “There are 2 to 2 ways. The basic one that is composed of predefined questions in
order to access the local and uh, center uh information you need, usually the outcomes, uh, the
treatments and so on. Um, and the, and the other would be, and these would be predefined questions.
That is, it. Okay. And the other would be more sophisticated, uh, tools to interrogate the database,
uh, in an open way so that these are the two main uses, as far as | know of others.” - Pediatrician

e [P]: Previous projects such as IDEA4RC.

e [W]: This user story was discussed during the workshop and was accepted by clinical experts
and healthcare providers.

e [W]: A data manager suggested including the map and clinical experts agreed.
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| e [E]: Requirements mapped by T2.4. |

Table 24. Data discovery (Select metadata variables
21. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Data discovery (Select metadata variables)
As a Protect child data user

I want to search, select, and pre-filter relevant clinical and research variables (e.g., patient
demographics, histology, treatment response, variants) from the metadata
So that | can define the scope of my project and ensure | am only requesting the data | need

Initial acceptance criteria [P]:

e [P, W]: A searchable and filterable list of variables is available, categorized by topic (e.g.,
Patient, Hospital Data, Genetic Test Expression).

e [P]: Each variable includes a short description, data type (e.g., Label, Number), and example
values for clarity.

e [P]: Data Users can select or deselect variables using checkboxes, including a bulk-select
option.

e [P]: Selected variables persist through to the next steps in the workflow (Availability per
Center, Detail Analysis), without revealing patient-level counts.

e [P]: Selected variables can be exported as a CSV file for documentation or external review.

e [P]: A progress indicator at the bottom reflects that the user is in Step 2: Variables Pre-
selection of the research setup process.

e [L, E]: Data Users only see metadata for each variable. The patient-level information,
including how many patients have the selected variables, is not available at this stage.

Additional notes [E]:

e [E]: Each SPE must implement a GA4GH Beacon v2 endpoint to support federated discovery
of genomic and phenotypic variants based on VCF/BAM metadata.

e [P, W, LR]: In line with ethical and data protection best practices (e.g., TEHDAS?2) the display
of subject-level demographic or clinical data should only be permitted for populations
exceeding a minimum threshold (e.g., n > 10) to prevent re-identification risks.

e [W]: The search functionality emerged as one of the most valued features among Data Users.
Information that supports the user story [P, W]:
¢ [P]: Previous projects such as IDEA4RC.
¢ [P]: Previous projects such as TEDHAS: Andacheh, N., Bergdahl, M., Brand Persson, K.,
Dolanski-Aghamanoukjan, L., Ferent, L., Gustafsson, A., Jansson, G., Jonsson, C.,
Leander Knudsen, A., Magnusson, J., Makinen, M., Niemeyer, A., Nasanen-Gilmore, P.,
Peolsson, M., Piironen, V., & Rautiainen, M-R. (2025, September 16). M5.2 Draft Guideline
for Health Data Access Bodies on minimum categories and limitations on the reuse of
health data: Reflections and recommendations for health data access bodies on allowed
purposes and prohibited use according to the EHDS (Version 0.5) [Draft guideline]. Joint
Action Towards the European Health Data Space (TEHDAS2). https://www.tehdas.eu/wp-
content/uploads/2025/09/draft-guideline-for-health-data-access-bodies-on-minimum-
categories-and-limitations-on-the-reuse-of-health-data.pdf
[W]: Workshop in Palermo.
¢ Jakob, C. E. M., Mache, S., Kiessling, C., Gruhl, F., & Valeri, F. (2020). Design and
evaluation of a data anonymization pipeline to share individual-level health data from a
national COVID-19 registry. BMC Medical Informatics and Decision Making, 20(1), 275.
https://doi.org/10.1186/s12911-020-01258-5
¢ [E]: Requirements mapped by T2.4.

m

Table 25. Data discovery (Verify data availability across clinical centers
22. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Data discovery (Verify data availability across clinical centers)
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As a Protect child data user

| want to verify which clinical centers have data in the data capsule for the variables | selected,
across different outcomes (Infection, Drug-related toxicity, Rejection, Organ failure)

So that | can decide which centers to include in my analysis based on data completeness and
relevance

Initial acceptance criteria [P]:

e [P]: Availability is displayed per center (e.g., SERMAS, INETUM, ISMEET, UKE, UNIPD),
with timeframes for data collection clearly shown.

e [P]: Visual indicators (v = available, X = not available, © = unknown/missing) are used to
signal availability by variable and by phase (D, P, R).

e [P]: Data Users can select/deselect centers for inclusion based on the availability overview.

e [P]: Data Users can filter or collapse groups to manage long lists of variables.

e [P]: Variables are grouped (e.g., Patient Information) and displayed with descriptions.

e [P]: Variable availability can be filtered and searched to focus on specific data types.

e [P]: A downloadable CSV summary reflects selected variables and their availability across
centers.

e [P]: A progress indicator confirms that this is Step 3: Availability per Center in the research
setup process.

Additional notes:

Information that supports the user story [P, W]:
e  [P]: Previous projects such as IDEA4RC.
e [W]: User story discussed during workshop and accepted by users.

Project metadata management

Table 26. Project metadata management (Workspace creation
23. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Project metadata management (Workspace creation)
As a Protect child data user

| want to create a new research project

So that | can start working on my research question defining objectives, variables, and analysis
in one place

Initial acceptance criteria [P]:

e [P]: After the selection of variables relevant for my study, | can create a "New workspace",
where a button is visible. This workspace acts as a container for my study’s variables, objectives,
and subsequent workflow steps.

e [P]: Clicking the “New workspace” leads to a form or setup page for a new workspace where
| can enter a name and a brief project description.

e [P]: The workspace form also asks for a definition of research objectives (e.g., identifying
genetic determinants of the underlying disease that led to transplantation and developing polygenic
risk scores (PRS)).

e [P]: A visual confirmation (e.g., redirect) confirms successful creation of the workspace.

e [P]: After creation, the workspace becomes accessible in "My Workspace" and links to all
subsequent project phases (e.g., Metadata Search, Data Access).

Additional notes:

Information that supports the user story [P,W]:
e [P]: Previous projects such as IDEA4RC.
e [W]: User story discussed during workshop and accepted by users.

Table 27. Project metadata management (Workspace management)
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24. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Project metadata management (Workspace management)
As a Protect child data user

| want an overview of all my workspace (i.e., research projects)

So that | can quickly find the research project | want to work on

Initial acceptance criteria [P]:
[P]: Workspaces are organized in a table format.
[P]: The list displays workspace name, last modification date, and status.
[P]: Each workspace has an “Open” button.
[P]: Clicking the “Open” button takes me to the workspace environment.
[P]: Each workspace row has a delete icon (trash bin).
[P]: Clicking it prompts a confirmation before deletion.
[P]: A search bar is available at the top of the workspace list.
[P]: The results dynamically filter as | type.
e [P]: In the workspace form, users can edit the project description and objectives later if their
research focus evolves.
Additional notes:

Information that supports the user story [P,W]:
e [P]: Previous projects such as IDEA4RC.
e [W]: User story discussed during workshop and accepted by users.

Table 28. Project metadata management (Track project status in workspace
25. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Project metadata management (Track project status in workspace)
As a Protect child data user

| want to navigate the progress of my research project across separate phases (e.g., metadata
search, data access, analysis, and results)

So that | can easily understand what has been completed, what is still pending, and where to take
action next

Initial acceptance criteria [P]:

e [P]: Each project workspace clearly shows the current status (e.g., Completed, Submitted,
Pending) of each project phase.

e [P]: A visual indicator (e.g., progress line with checkmarks and icons) helps track progress
through Metadata Search, Data Access, Data Analysis, and Result Report.

e [P]: The last modification date is visible to understand the most recent activity.

e [P]: Status labels (e.g., "Submitted", "Completed") are color-coded for quick identification.

Additional notes:

Information that supports the user story [P, W]:
e [P]: Previous projects such as IDEA4RC.
e [W]: User story discussed during workshop and accepted by users.

Data permit application (Data access)

Table 29. Data permit application (Redirect to data access permits after workspace creation
26. Partners involved: SERMAS-LA Paz, INETUM, ISMETT, UKE, CERTH.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Data permit application (Redirect to data access permits after workspace creation)
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As a Protect child data user

| want to be redirected to the Data Permit Tool to submit a data access request

So that | can submit a data permit application with all the requested information to the centres |
have selected for using their data
Initial acceptance criteria [P, E, L]:

e [P]: After selecting metadata variables and creating a workspace, Data Users are prompted
to initiate a data permit request.

e [L, E]: The platform auto-verifies whether the requested data type requires ethical approval
based on the metadata.

e [L, E]: The platform provides a standardized process for Data Users from different institutions
and countries (e.g., Spain, ltaly, Germany) to apply for ethical approval and data access
efficiently.

e [P]: The platform shows a step-by-step guide outlining the required documents and
information before approval. For instance, Data Users should fill out a structured online form
specifying: Purpose of the request (e.g., clinical study, research, standard care), data type
and sources required, justification for data access, and compliance details (e.g., GDPR, local
regulations). Further relevant documents are annexed to the Data Access Application.
Examples include the (1) Study protocol, (2) Study-specific data management plan, (3)
Study-specific DPIA, (4) Ethical Approval(s).

e [L, P]: The platform should allow Data Users to upload supporting documentation (e.g.,
patient consent forms, institutional approvals).

Additional notes [L, P, W]:

e [L]: Assess how this process may be optimized to improve efficiency for clinicians within the
scope of the current project.

e [L]: This user story is connected to US 10 (from the data holder perspective).

e [E]: Data users can exercise their right of access, rectification, erasure, restriction and
objection through this interface, responses should be within the legally required timeframe.

e [P]: The Data Access application may include information in line with art. 45(2) of the proposed
EHDS Regulation (e.g. description of the requested data, explanation of the intended use,
estimation of the period during which the data is needed, etc.)

e [P]: Art. 45(6) of the proposed EHDS regulation states that the Commission will set out a
template for the Data Access Application

e [W]: The data governance method might change in the future. Therefore, the data permit
application process should be adaptable for different data governance models.

Information that supports the user story [P, FG, LR, W]:

e [P]: Previous projects such as IDEA4RC.

e [FG]: "If we need the ethical approval, if you want to, if you want to do, a clinical study or
something for the standard practice. Uh, maybe the problem with privacy is, uh, to get access to
some data. "—Geneticist

e [FG]: “You need ethical permission and legal permission and many other things” —
Pediatricians

e [FG]: “And complete ethical support, to convince our ethical committee to access” —
Pediatrician

e [FG]: "The main issue that we identified was that the procedures are very bureaucratic [...]
all of these procedures take a lot of time that could be used in other ways." — Lawyer

e [FG]: “An LLM like a ChatGPT thing where you can just go and ask it: What do | need to do
if I want to do a clinical trial on this? And it just shows you that” — Lawyer

e [LR]: Rodchenkov, I., Babur, O., Luna, A., Aksoy, B. A., Wong, J. V., Fong, D., ... & Sander,
C. (2020). Pathway Commons 2019 Update: integration, analysis, and exploration of pathway data.
Nucleic acids research, 48(D1), D489-D497.

o [W]: “We don’t know whether the hospital has a plan for dealing with the requirements of
EHDS [...] yes, we need this process to be adaptable” — Pediatrician

e [E]: Requirements mapped by T2.4 and defined by T2.2.

Table 30. Register or retrieve profile from Data governance Platform

27. Partners involved: SERMAS-LA Paz, INETUM, ISMETT, UKE, CERTH.
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Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Register or retrieve profile from Data governance Platform
As a Protect child data user

| want to register or retrieve my profile on Protect-Child and confirm my privacy statement,

so that | can access the Data governance platform being identity with basic information

Initial acceptance criteria [P, E, L]:
e [P]: Data Users can access to the data permit application platform through Protect-Child via
a web interface.
o If already registered, the system retrieves existing profile data.
o If not registered, user completes registration including:
m  Name, institution, department, contact email
e [P]: Type of requesting institution/user (predefined list).
e [P]: User must confirm the privacy statement via a checkbox.
[P]: User ID and profile details are saved in the system.

Additional notes:

Information that supports the user story [P, FG, LR, W]:
e  [P]: Previous projects such as IDEA4RC.

Table 31. Submission of Data Permit Application to Data governance Platform
28. Partners involved: SERMAS-LA Paz, INETUM, ISMETT, UKE, CERTH.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Submission of Data Permit Application to Data governance Platform
As a Protect child data user

| want to complete and submit my data access application to the relevant CoEs and update it if
requested,
so that my application is processed, reviewed, and tracked through the Protect child workflow.

Initial acceptance criteria [L, P]:
e [PI]: The platform will retrieve the list of relevant Data Holders from Data Discovery.
e [P]: Data Users can fill in application templates including:
o [P]: Brief CV of PI, study background, objectives, hypothesis, statistical analyses,
data needed, expected results, dissemination plan
o [P]: Any additional legal information requested.
e [P]: Data Users can fill in required documents using provided templates.
e [PI]: The platform allows downloading templates and reusing documents across multiple
Data Holders if applicable.
e [PI]: The platform presents the necessary ethical committee forms, which Data Users can
complete and submit.
o [P]: Data Users can review data access policies and accept conditions for each selected
Data Holder.
[P]: The platform indicates if the user is not allowed to apply for a specific Data Holder.
[P]: Data Users can review completeness of the application before submission.
[P]: Data Users can save the application and submit it via Protect-Child.
[P]: The Data Access Application is sent to all CoEs that contribute data to the selected
cohort and must deliberate on it.
e [P]: Where required, an Agreement shall be signed between the Data User and the CoEs
that will be allowing access to the data.
e [PI]: The result of the submission can be an approval, a rejection with a motivation, a
request for additional information.
[P]: The Data Access Application is assigned to the Data Holder’s reviewers.
[P]: The Data Access Application status is updated and linked to the Data Holder’s
monitoring dashboard.
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o [P]: Data Users can access and modify the application if reviewers request changes.
o [P]: Modified application can be saved and resubmitted.
o [P]: Reviewers are notified of resubmission, and the application status is updated
accordingly.
Additional notes:
e [L]: This user story is connected to US 10 (from the data holder perspective).
e [E]: Data users can exercise their right of access, rectification, erasure, restriction and
objection through this interface, responses should be within the legally required timeframe.
e [P]: The Data Access application may include information in line with art. 45(2) of the proposed
EHDS Regulation (e.g. description of the requested data, explanation of the intended use,
estimation of the period during which the data is needed, etc.)

e [P]: Art. 45(6) of the proposed EHDS regulation states that the Commission will set out a
template for the Data Access Application

Information that supports the user story [FG, P]:
e [P]: Previous projects such as IDEA4RC.

Table 32. Notification data permit application
29. Partners involved: SERMAS-LA Paz, INETUM, ISMETT, UKE, CERTH.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Notification data permit application
As a Protect child data user

| want to be notified of the result of my data permit application

so that | continue and meet any additional requirements solicited by the legal representatives

of the CoE and obtain a Data permit.
Initial acceptance criteria [P, E, L]:

e [P]: The Data Governance platform allows users to track the status of their data access
applications. For instance, it provides a dashboard displaying ongoing, pending, and
completed requests.

e [P]: Data Users receive notifications whenever the status of their application changes (e.g.,
from Pending to Granted).

e [P]: The result of a submission can be:

o [P]: Approved: If required, the platform allows Data Users to sign an agreement
with the CoEs.

m [P]: Once the agreement is submitted, the platform provides access
credentials or a secure link to the requested dataset, if applicable.

o [P, L]: Rejection: The Data Governance platform allows users to make
corrections, ask for clarification or resubmit the application.

o [P, L]: Request for additional information: Data Users can revise and edit their
application to include the requested information or documents.

e The result of a resubmission can be an approval, a rejection with a motivation, a request for
additional information.

e [P]: The platform maintains logs of all data application processes.

e [P]: Any additional information submitted is included in the previously submitted Data
Access Application (related to User Story 11).

Additional notes [L, P, W]:

e [L]: This user story is connected to US 10 (from the data holder perspective).

e [E]: Data users can exercise their right of access, rectification, erasure, restriction and
objection through this interface, responses should be within the legally required timeframe.

e [P]: The Data Access application may include information in line with art. 45(2) of the proposed
EHDS Regulation (e.g. description of the requested data, explanation of the intended use,
estimation of the period during which the data is needed, etc.)
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e [P]: Art. 45(6) of the proposed EHDS regulation states that the Commission will set out a
template for the Data Access Application

e [W]: The data governance method might change in the future. Therefore, the data permit

application process should be adaptable for different data governance models.

Information that supports the user story [P, FG, LR, W]:

e [P]: Previous projects such as IDEA4RC.

e [FG]: "If we need the ethical approval, if you want to, if you want to do, a clinical study or
something for the standard practice. Uh, maybe the problem with privacy is, uh, to get access to
some data. —Geneticist

e [FG]: “You need ethical permission and legal permission and many other things” —
Pediatricians

e [FG]: “And complete ethical support, to convince our ethical committee to access” —
Pediatrician

e [FG]: "The main issue that we identified was that the procedures are very bureaucratic |[...]
all of these procedures take a lot of time that could be used in other ways." — Lawyer

e [FG]: “An LLM like a ChatGPT thing where you can just go and ask it: What do | need to do
if I want to do a clinical trial on this? And it just shows you that” — Lawyer

e [LR]: Rodchenkov, I., Babur, O., Luna, A., Aksoy, B. A., Wong, J. V., Fong, D., ... & Sander,
C. (2020). Pathway Commons 2019 Update: integration, analysis, and exploration of pathway data.
Nucleic acids research, 48(D1), D489-D497.

e [W]: “We don’t know whether the hospital has a plan for dealing with the requirements of
EHDS [...] yes, we need this process to be adaptable” — Pediatrician

e [E]: Requirements mapped by T2.4 and defined by T2.2.

Table 33. Data permit signature
30. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD, CERTH
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Data permit signature
As a Data User

| want to generate and digitally sign the PROTECT-CHILD Data Permit

so that | can fulfill the formal requirements for data agreements with all relevant actors involved in
obtaining a Data Permit and accelerate the resolution of legal and data governance issues.

Initial acceptance criteria [P]:

e [P]: The platform provides a service for electronic drafting, signature and recording of a study
specific PROTECT-CHILD.

e [P]: The Data User can digitally sign the generated study specific PROTECT-CHILD
Agreement.

e [P]: The generated study specific PROTECT-CHILD agreement can be shared with other
actors that must sign it (related to user story 28, 29).

e [P]: In case that an agreement is required, the agreement must satisfy the requirements of
the GDPR.

Additional notes [P]:

o [P]: Art. 51(2) of the proposed EHDS regulation states that the Commission will establish a
template for the joint controllers’ arrangement to be signed among the Data User and the
Health Data Access Body.

e [E]: This is a potential but non-mandatory user story. It requires further clarification from data
holders regarding the process for accepting digitally signed documents, including which
software is recognized and under what conditions.
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e [P]: The agreement shall be designed to address both GDPR requirements, as well as those
provided in the upcoming EHDS Regulation and shall be accordingly updated to address any
further updates and modifications in the legal framework.

e [E]: For later stages of the project, the process should also simulate, as closely as possible,
a central governing body that verifies the signatures of all Centers of Excellence (CoEs).

e [L]: This aspect still requires additional investigation to be conducted in the iterative phase of
T2.1

Information that supports the user story [P, E]:

e [P]: Previous projects such as IDEA4RC.

e [E]: Interview with CERTH experts.

e [E]: Discussions with data governance teams (e.g., CERTH, UDGA).

Table 34. Digital consent management
31. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD, CERTH
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Digital consent management
As a data manager and clinical expert

| want the platform to provide a secure, auditable, and potentially blockchain-enabled patient’s
consent management system

so that | can access and share patient data in compliance with ethical, legal, and institutional
requirements, without adding unnecessary administrative burdens.

Initial acceptance criteria [E, FG]:

e [FG, E]: Patients (or legal guardians) can provide consent at a detailed level (e.g., allow

genomic data access but restrict blood type information).

[E]: Patients can update, withdraw, or modify consent only before the data is aggregated.

[E]: Changes to the consent are traceable.

[E]: Once the data is aggregated patients (or legal guardians) cannot change their consent.

[E]l: All consent actions (granting, withdrawal, modification) are recorded using

blockchain/smart contracts.

e [E]: A secure audit trail logs who accessed or modified consent and when, ensuring
accountability.

e [L, R, E]: Compliance is enforced with national, institutional, and international regulations
(e.g., GDPR, hospital-specific SOPs).

e [L]: Ethical approvals are integrated into workflows to prevent unauthorized use.

Additional notes:

¢ [E]: Blockchain technology could be implemented as a pilot to evaluate feasibility,
auditability, and compliance, but it is not mandatory.

¢ [E]: Needs to be discussed with stakeholders, ethics committees, and legal advisors before
implementation.

¢ [El: This is a potential but not mandatory user story.

¢ [LR]: Based on a review of existing data governance frameworks, the recommendation is
that consent should not be required for secondary data use. Nevertheless, Member States
with more stringent data protection regimes, such as Germany, may impose additional
consent requirements.

¢ [L]: This aspect still requires additional investigation to be conducted in the iterative phase
of T2.1

Information that supports the use of story [FG, E, LR]:

e [FGI: "One of the first things that we would say is follow the national regulation.” —
Geneticist
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e [FG]: "You anonymize the data and then, which are the data we don’t want to share
and anonymize to have only the one we need to understand.”" — Clinical Expert

e [FG]: "We have standard operational procedures that state how this should be done
[...] When you start working in the hospital, they make you read and sign the standard
operational procedures" — Geneticist

e [FG]: "Privacy should be an advantage, but not a limit [...] So we agree that there
should be customizable access permissions in data sharing capabilities with user
registration, authentication and traceability, just not to limit patient care.” —
Pediatrician

e [FG]: "All patients accept to understand. You know, for their child, they want to
collaborate.”" — Geneticist

e [FG]: "Complete legal and ethical support is necessary to convince the ethics
committee.” — Pediatrician

e [FG]: “I mean not all the doctors a certain type of data and you have to have a
traceability on that.” - Lab scientist

e [FQG]: “The patients could administrate this [their data], this is my power, this is my property”
- Lab scientist

e [E]: Discussions with data governance teams (e.g., CERTH, UDGA).

e [LR]: Jones, L. A, Nelder, J. R., Fryer, J. M., Alsop, P. H., Geary, M. R., Prince, M., &
Cardinal, R. N. (2022). Public opinion on sharing data from health services for clinical and
research purposes without explicit consent: An anonymous online survey in the UK. BMJ
Open, 12(5), e057579. https://doi.org/10.1136/bmjopen-2021-057579

e [LR]: Cengiz, N., Kabanda, S. M., & Moodley, K. (2024). Cross-border data sharing through
the lens of research ethics committee members in sub-Saharan Africa. PLOS ONE, 19(4),
€0303828. https://doi.org/10.1371/journal.pone.0303828

e [LR]: Scheibner, J., lenca, M., Kechagia, S., Troncoso-Pastoriza, J. R., Raisaro, J. L.,
Hubaux, J.-P., Fellay, J., & Vayena, E. (2020). Data protection and ethics requirements for
multisite research with health data: A comparative examination of legislative governance

frameworks and the role of data protection technologies. Journal of Law and the Biosciences,
7(1), Isaa010. https://doi.org/10.1093/jlb/lsaa010

Table 35. Data permit application (Support application
32. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD, CERTH
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Data permit application (Support application process)
As a Protect child data user

| want the data governance platform to help me apply for data access

so that | can understand what type of information and documents are needed.

Initial acceptance criteria [L, E, P]:

e [E]: To facilitate the process, the platform has resources (e.g., LLM) that allow users to know
the requirements for ethical procedures beforehand.

e [E]: The platform provides templates for submission.

Additional notes [E]:

e [L]: This is a nice to have user story derived from the need for clarification on certain
procedures or questions in the data permit process.

e [E]: CERTH will need structured information provided in full paragraphs rather than forms,
along with clear instructions outlining the process to deliver this tool.

e [L]: This aspect still requires additional investigation to be conducted in the iterative phase of
T2.1
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Information that supports the user story [FG, LR, E]:

e [FG]: "If we need the ethical approval, if you want to, if you want to do, a clinical study or
something for the standard practice. Uh, maybe the problem with privacy is, uh, to get access to
some data. —Geneticist

e [FGl“You need ethical permission and legal permission and many other things” —
Pediatricians

e [FG]:“And complete ethical support, to convince our ethical committee to access” —
Pediatrician

e [FG]: "The main issue that we identified was that the procedures are very bureaucratic |[...]
all of these procedures take a lot of time that could be used in other ways."” — Lawyer

e [FGI: “An LLM like a ChatGPT thing where you can just go and ask it: What do | need to do
if I want to do a clinical trial on this? And it just shows you that” — Lawyer

e [LR]: Rodchenkov, I., Babur, O., Luna, A., Aksoy, B. A., Wong, J. V., Fong, D., ... & Sander,
C. (2020). Pathway Commons 2019 Update: integration, analysis, and exploration of pathway data.
Nucleic acids research, 48(D1), D489-D497.

e [E]: Conversations with the management team of Protect-Child.

Data use

Data pre-processing

Table 36. Select and manage cohorts for data analysis
33. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Select and manage cohorts for data analysis
As a Protect child data user

| want to select or build a patient cohort using structured and NLP-based tools within my data

analysis workflow

So that | can define a relevant subset of patients to include in my research and proceed to analysis

using high-quality, well-prepared data

Initial acceptance criteria [P]:

e [P]: Users can access Cohort Selection as the first step in the 5-step analysis pipeline (Cohort

Selection — Data Quality — Data Preparation — Tool Selection — Results)

e [P]: Users can search existing cohorts, create new ones via the NLP Cohort Builder, or

manage saved cohorts through the Cohort Manager

e [P]: The cohort list displays metadata such as ID, Name, Creation Date, Update Date, Status,

and available Actions

e [P]: Users can proceed only when a valid cohort is selected

e [P]: A progress indicator at the bottom shows users where they are in the overall process

Additional notes:

e [P, W, LRI Inline with ethical and data protection best practices (e.g., TEHDAS2) the display
of subject-level demographic or clinical data should only be permitted for populations
exceeding a minimum threshold (e.g., n > 10) to prevent re-identification risks.

Information that supports the user story [P]:

e [P]: Previous projects such as IDEA4RC.

Table 37. Verify cohort building
34. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.

Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]

Verify cohort buildin
As a Protect child data user

I want to define a patient cohort using specific criteria (e.g., gender, birthdate) via the Cohort
Manager tool
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So that | can filter only the relevant patients for my research question and proceed with focused,
high-quality data analysis

Initial acceptance criteria [P]:

e [P]: Users can add filters using AND/OR logic for patient parameters such as gender, age,
or conditions.

e [P]: Each filter includes a search parameter name and a value field with a date or categorical
input.

e [P]: Users can freely add or remove constraints using the interface controls.

e [P]: A “Create New Cohort” button finalizes the selection and links the cohort to the active
analysis.

e [P]: Redirect back to the Data Analysis workflow with the selected cohort preloaded in Step
1: Cohort Selection

e  [P]: All cohort definitions are saved for future review, reuse, or audit.

Additional notes:

e [P, W, LRI In line with ethical and data protection best practices (e.g., TEHDAS2) the display
of subject-level demographic or clinical data should only be permitted for populations
exceeding a minimum threshold (e.g., n > 10) to prevent re-identification risks.

e [L]: This aspect still requires additional investigation to be conducted in the iterative phase of
T2.1

Information that supports the user story [P]:

° [P]: Previous projects such as IDEA4RC.

Table 38. Verify data qualit
35. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Verify data quality
As a Protect child data user

| want to revise the data quality of the data I've selected

So that prior to the data analysis | can ensure the data meets the requirements needed for my
research project.
Initial acceptance criteria [P]:
e [L]: Users can view summary dashboards displaying key data quality metrics, including
missing values, duplicates, out-of-range values, and sequencing quality for genomic data.
e [L]: Users can interactively filter or highlight records based on quality flags (e.g., incomplete
fields, low-quality genomic reads, inconsistent values).
e [L]: Visualizations include histograms, boxplots, heatmaps, coverage plots (for genomic
data), and PCA/clustering plots to detect outliers or inconsistencies.
e [L]: Users can annotate or flag data points for review, correction, or exclusion from analysis.
e [L]: The platform provides alerts or notifications when data fails predefined quality
thresholds.
e [L]: Quality checks and revisions are saved, and previous QC decisions can be reviewed for
audit or reproducibility purposes.
Additional notes:
e [L]: This user story is related to User Story 2.
e [L[: To be further revise with clinical experts including geneticists.
e [L]: This aspect still requires additional investigation to be conducted in the iterative phase of
T2.1
Information that supports the user story [S]:
° [S]: How important is for you inspecting data quality? (87,04%).
e [FG]: “The data is very limited, which makes the analysis even more complex because you
need to take into account more elements, and you're not entirely certain of the data quality and
reliability of the results” -Pediatrician
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e [FG]: “Once we have the standard we have the data collection the number. Number two
important piece is related to the data quality. Now you have to clean the data before using it” -
Pediatrician

Data analysis

Table 39. Prepare datasets by selecting cohorts, centers, and variables
36. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Prepare datasets by selecting cohorts, centers, and variables
As a Protect child data user

| want to select cohorts, centers, and variables to define the dataset for analysis

So that | can ensure the input data aligns with my study design and includes the relevant patient
subgroups from the selected sources
Initial acceptance criteria [P]:
e [P]: Users can select from a list of participating centers and predefined cohorts (e.g.,
"Patients with liver transplant > 6 years old").
e [P]: Variables can be selected or created from a dropdown menu for inclusion in the analysis.
e [P]: A summary view displays selected elements and prepares summary statistics to help
assess cohort balance and completeness.
e [P]: Users can preview differences across cohorts and centers using toggles or checkboxes.
e [P]: Clicking Continue takes users to Step 4: Analytic Tool Selection.
e [P]: Navigation status at the bottom highlights that the user is in Step 3: Data Preparation.
Additional notes:
e This is a pre-validation stage, giving users a chance to refine their cohort or variable selection
before choosing analytic methods.
e [P, W, LR]: Inline with ethical and data protection best practices (e.g., TEHDAS2) the display
of subject-level demographic or clinical data should only be permitted for populations
exceeding a minimum threshold (e.g., n > 10) to prevent re-identification risks.

Information that supports the user story [P]:
° [P]: Previous projects such as IDEA4RC.

Table 40. Create a new derived variable for analysis
37. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Create a new derived variable for analysis
As a Protect child data user

| want to create a new variable by processing existing ones (e.g., combining, transforming, or
categorizing them)
So that | can tailor the dataset to reflect clinically meaningful indicators specific to my research
question
Initial acceptance criteria [P, E, L]:
e [P]: Users can open a form to create a new variable by selecting:
o Variable category (e.g., demographic, clinical outcome)
o0 One or more source variables
o Groupings can be created manually by specifying value ranges (e.g., 12—-16) and
assigning category names (e.qg., “Adolescent”)
o Processing method (e.g., arithmetic operation, categorization, transformation)
o Output type/definition (e.g., continuous, binary, categorical)
o Name and description of the new variable
e [P]: The created variable appears in the list of selected variables and can be used in
subsequent steps.
e [P]: Variable definitions are stored in the workspace for transparency and reproducibility.
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e [P]: Users can cancel or save the new variable, with validation to avoid duplicates or invalid
inputs.

e [P]: Derived variables are traceable in audit logs or metadata exports.

e [P]: A preview or confirmation of how the values are grouped is available before finalizing.

e [E]: By hovering over the information icon, users can view a brief explanation that helps them
understand the type of variable they are working with (e.g., categorical, continuous) and the
relevance of specific analyses (e.g., Kaplan analysis for time-to-event data analysis).

e [L, E]: I want the platform to include multiple imputations to address missing data in clinical
datasets.

Additional notes:

e [L]: This aspect still requires additional investigation to be conducted in the iterative phase of
T2.1.

e [P, W, LR]: In line with ethical and data protection best practices (e.g., TEHDAS2) the display
of subject-level demographic or clinical data should only be permitted for populations
exceeding a minimum threshold (e.g., n > 10) to prevent re-identification risks.

Information that supports the user story [P, E]:

e [E]: Conversation with statistician from La Paz.

e [P]: Previous projects such as IDEA4RC.

Table 41. Select and execute an analytic tool for data analysis
38. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Select and execute an analytic tool for data analysis
As a Protect child data user

| want to choose and execute an appropriate analytic tool from a list of available algorithms

So that | can apply the correct statistical or machine learning method to answer my research
question using the prepared dataset

Initial acceptance criteria [P]:

e [P]: Users can click Select methods to choose from a list of preconfigured analytic tools (e.g.,
survival analysis, clustering, regression models).

e [P]: Previously used tools appear in a searchable, sortable list with metadata (e.g., ID, Name,
Creation Date, Update Date).

e [P]: Each analytic tool includes an Action option (e.g., run, view, delete, duplicate).

e [P]: Upon selecting a method, users are guided through its parameter configuration and
execution.

e [P]: When a method is selected, an information box appears explaining what the method
does and how it works.

o  [P]: Progress is visually tracked in the workflow (Step 4 of 5: Analytic Tool Selection).

e [P]: Results from each tool are stored and linked to the workspace for later retrieval or
reporting.

Additional notes [E]:

e [E]: Any algorithm operating in an SPE must be pre-approved for compliance to guarantee it
avoids re-identification, bias, or unlawful profiling, per Al Act requirements.

Information that supports the user story [P]:

e [P]: Previous projects such as IDEA4RC.

e [E]: Requirements mapped by T2.4 and defined by T2.2.

Table 42. Define and launch a new data analysis
39. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]

Define and launch a new data analysis
As a Protect child data user
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| want to create a new data analysis within my workspace by entering a clear name and description
of the objective

So that | can document my research analysis process (e.g., risk scores, immunosuppressant
outcome correlations) and manage multiple analysis versions in a structured way

Initial acceptance criteria [P]:

e [P]: Users can create a new analysis by entering a Name and a Brief Description and clicking
Create Analysis.

e [P]: Each created analysis is stored and visible in the workspace with metadata including ID,
creation date, update date, and name.

e [P]: Users can later edit or delete analysis entries.

e [P]: Analyses are automatically linked to the workspace where they were created.

e [P]: The system supports managing multiple analyses for one project, enabling iterative or
comparative research.

e [C]: The platform offers an additional tab in the analysis procedure, where | can see the code
in R or python to share my analysis procedure with other experts and statisticians.

e [E]: The additional tab is something similar to R Commander, depending on the user
accessing the data.

e [L, C]: The platform includes advanced analytics pipelines capable of handling multimodal
datasets (e.g., clinical records, imaging, genomics, lab test results).

Additional notes:

Information that supports the user story [FG, P, E]:

e [FG]: “We have that the next important step is multimodality data integration. How do you
integrate all kinds of data from molecular to imaging to the traditional clinical one” - Big data expert

e [FG]: “This is multimodality. So, the, the thing is. That. We would expect to have a lot of data
coming from, from different exams.” - Standardization expert

e [P]: Previous projects such as IDEA4RC.

e [E]: Conversation with statistician from La Paz and further refinement with Eugenio.

Table 43. Data analysis
40. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Data analysis
As a Protect child data user

| want to select the algorithm predefined for statistical analysis

so that | can conduct an analysis easily.

Initial acceptance criteria [C, L, P, E]:

e [P]: I want the platform to have pre-defined statistical analysis in the platform so that | can
decide which to use.

e [P]: I want the platform to include an analysis for descriptive analysis, including means,
medians, standard deviations, IQR frequencies, and proportions to understand demographics and
general trends for the patients.

e [P, E]: | want the platform to include a crosstabulation analysis (frequency tables of
categorical variables), for instance, to visualize the associations between categories and outcomes.

e [P]: I want the platform to include the Kaplan-Meier analysis to estimate the probability of
survival over time.

e [P, E]: | want the platform to include a chi-squared test or Fisher's Exact test to test the
independence between categorical variables.

e [P]: I want the platform to include a generalized linear model, such as logistic regression and
Poisson regression, to model univariate and binary outcomes or continuous outcomes with different
distributions.

e [P, E]: | want the platform to include a CoxPH (COX Proportional Hazards Model) to model
how covariates influence survival time without assuming a specific baseline hazard.

e [P]: | want the platform to include a Log-rank test to compare the survival distributions
between groups.
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e [L]: | want the platform to include t-tests to compare means between two groups for
continuous clinical outcomes.

e [E]: | want the platform to exploratory factor analysis (EFA) and Principal Component
Analysis (PCA) for the analysis of the genome.

e [L]: I want the platform to include ANOVAs and MANOVAs to compare means across three
Or more groups.

e [L]:  want the platform to include Mixed Effects Models to account for repeated measures or
hierarchical structure in the data.

e [L]: I want the platform to include Propensity Score Matching to reduce confounding in
observational comparisons.

e [E, L]: I want the platform to include Nagelkerke’s R?, Harrell’s C-statistic, ROC curves and
AUC calculations to evaluate the performance of classification models or diagnostic tests.

e [S, C,L]: The platform has integrated some Machine Learning algorithms (i.e., lasso, random
forest, gradient boosting) that allow for further identification of patient outcomes.

e [L]: The platform provides model outputs in an interpretable format, such as risk scores,
confidence intervals, and visualizations (e.g., survival curves, ROC curves, decision trees, random
forest).

e [E, L]: Traceability and reproducibility features are built not only on the logs, but also in code
(e.g., R) that | can share with others, to ensure that any modifications or corrections to patient data
are easily traced and changed.

e [E, L]: Every statistical test in the interface includes a hover feature that displays information
about its purpose and requirements, helping users easily decide which test is most appropriate for
their analysis.

e [E]: The platform has data dashboards that allow clinical experts to visualize aggregated
patient data and track disease progression over time.

Additional notes [L, E]:

e [L]: The platform should ensure secure access control, allowing only authorized clinical
experts and researchers to analyze sensitive patient data while complying with ethical and regulatory
guidelines.

e [E]: For federated learning with Vantage®6, participating nodes must expose datasets with an
identical structure. Therefore, a crucial requirement is that each dataset includes the same
features/columns, regardless of missing values. Missing data will not break analysis but can reduce
model accuracy. Data harmonization needs to be completed prior to capsule creation. Any
transformations (e.g., normalization, encoding) must happen before deployment, as Vantage6
assumes pre-processed data.

e [E]: Any algorithm operating in an SPE must be pre-approved for compliance to guarantee it
avoids re-identification, bias, or unlawful profiling, per Al Act requirements.

e [E, R]: Inline with EHDS Article 73, all data transfers and algorithm run must be recorded
and remain auditable by competent authorities for at least 10 years after the project ends.

e [L]: This aspect still requires additional investigation to be conducted in the iterative phase of
T2.1

Information that supports the user story [FG, S, E, P]:

e [E]: Conversation with statistician from La Paz.

[P]: Previous projects such as IDEA4RC.

[E]: Requirements mapped by T2.4 and defined by T2.2.

[E]: Clinical protocol documentation.

[R]: European Parliament & Council of the European Union. (2025, February 11). Regulation

(EU) 2025/327 of the European Parliament and of the Council of 11 February 2025 on the

European Health Data Space and amending Directive 2011/24/EU and Regulation (EU)

2024/2847. Official Journal of the European Union, L 63, 5 March 2025.

e [FG]: “You can classify the users, for example, based on patient characteristics or outcomes
to improve your activity as a physician” — Pediatrician

e [FG]: “Comparing clinical activities across hospitals is important, especially in cases like
children transplantation, where variability in management is high.” — Pediatrician

e [FQ]: “Data analysis is difficult because we work with a small number of patients, but we
generate massive amounts of data that require specialized tools.” — Pediatrician

o [FG]: “It would be quite useful to make more systematic diagnostic process” — Pediatrician

e [FG]: “Itis not easy to find experts in analyzing this data” — Pediatrician

e [FG]: “We need systematic diagnostic support, helping us validate clinical decisions based
on data-driven insights.” — Pediatrician
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[S]: How important is it for you to employ the following types of analyses in your research?
(Epidemiological analysis): (68%)

[S]: How important is it for you to employ the following types of analyses in your research?
(Predictive modelling) (81%)

[S]: How important is it for you to employ the following types of analyses in your research?
(Statistical analysis) (83%)

Table 44. Predefined Genomic Variant Analysis for Clinical Experts

41. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists,

and lab scientists], researchers [e.g., statisticians, bioinformatics]
Predefined Genomic Variant Analysis for Clinical Experts
As a Protect child data user (mainly Geneticists)

| want the platform to provide me with pre-defined variant analysis

so that | can extract actionable insights from genomic and related datasets to support diagnosis,
personalized treatment, and long-term transplant success in pediatric patients.

Initial acceptance criteria [E, L]:

[E]: The platform should also support Hardy—Weinberg equilibrium testing and a Marker
exclusion based on QC results for the quality control of the genome.

[E]: Uploaded VCF and BAM files shall be verified against GA4GH and Ensembl schemas
by the system before any annotation occurs.

[E]: The platform shall enable federated aggregation of annotated variant statistics (e.g.,
allele frequencies, functional impact) across multiple SPEs while keeping individual
VCF/BAM data local.

[E, W]: The platform should support whole-genome sequencing (WGS) and Copy Number
Variations (CNVs) analysis to detect associations between of SNPs (Single Nucleotide
Polymorphisms) with outcomes.

[E]: The platform should support access to FASTQ files.

[E]: The platform could include Linear Discriminant Analysis (LDA) for classifying clinical
episodes based on methylation profiles.

[L]: The platform provides dashboards showing interpretable outputs (significant SNPs,
enriched pathways, CNVs).

[L]: The platform allows validation of sex and sample identity via SNP array data.

[E, L]: The platform supports modular plugins such as ClinVar, gnomAD, dbNSFP, CADD
aiming to reproduce VarSeq clinical annotations and enrichment functionalities.

[E, L]: The platform ensures reproducibility, version control, and audit trails.

Additional notes [L, W]:

[W]: Methylomic analysis is run through PCA.

[E]: Any algorithm operating in an SPE must be pre-approved for compliance to guarantee it
avoids re-identification, bias, or unlawful profiling, per Al Act requirements.

[E, R]: In line with EHDS Article 73, all data transfers and algorithm run must be recorded
and remain auditable by competent authorities for at least 10 years after the project ends.
[E]: Pipelines should be reproductible across nodes.

[L]: This aspect still requires additional investigation to be conducted in the iterative phase of
T2.1

Information that supports the user story [W, E]:

[FGI: “Platforms should help overcome the complexities of genomic data analysis, extracting
meaningful insights efficiently.” — Geneticist

[FG]: “Clinical experts don’t usually look at raw data; they rely on processed statistics and
visualizations to make decisions.” — Geneticist

[W]: Presentation by Dr. Lapunzina.

[E]: Requirements mapped by T2.

[E]: Clinical protocol documentation.

[R]: European Parliament & Council of the European Union. (2025, February 11). Regulation
(EU) 2025/327 of the European Parliament and of the Council of 11 February 2025 on the
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European Health Data Space and amending Directive 2011/24/EU and Regulation (EU)
2024/2847. Official Journal of the European Union, L 63, 5 March 2025.

Table 45. Methylation (Epigenetic) analysis module
42. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Methylation (Epigenetic) analysis module
As a Protect child data user (mainly Geneticists)

| want the platform to perform and visualize predefined epigenetic analyses (e.g., PCA, GED,
Horvath clock)
So that | can assess epigenetic differences across patient groups and extract predictive or age-
related biomarkers relevant to pediatric transplantation.
Initial acceptance criteria [E, L]:
[E]: The platform can compare two or more sample groups for methylation differences.
[L]: Supports multiple control types.
[L]: Includes calculation of epigenetic age (Horvath clock).
[E]: Integrates SVM and Al-based predictive modeling.
[E]: Includes a searchable index of CpG island codes.
[E]: Accepts IDAT files and long-read files for input.
[E]: Supports display of legacy epigenetic signatures.
[E]: This module shall generate epigenome-wide methylation matrices and episignature
detection results.
e [E]: The system shall support reference-based and unsupervised methylation clustering,
enabling identification of disease- or transplant-related CpG patterns.
e [E]: Federated aggregation of methylation summary data (e.g., mean B-values by gene or
CpG island) via the Federated Computing Protocol while keeping patient-level data local.
e [E]: Provides a user-friendly visual interface (GUI) instead of command-line (R) operations.
Additional notes [E, R]:

e [E]: To be implemented more visual than R-based analysis interface tailored for clinicians.

¢ [E]: Must align with the usability expectations discussed with Genomic Experts within the
Protect-Child team.

e [E]: Any algorithm operating in an SPE must be pre-approved for compliance to guarantee
it avoids re-identification, bias, or unlawful profiling, per Al Act requirements.

¢ [E, R]: In line with EHDS Article 73, all data transfers and algorithm run must be recorded
and remain auditable by competent authorities for at least 10 years after the project ends.

e [E]: The methylome module shall be containerized and version-controlled
(Docker/Singularity) for reproducibility across SPEs and future Federated Computing.

e [L]: This aspect still requires additional investigation to be conducted in the iterative phase
of T2.1

Information that supports the user story [W]:

e [E]: Meeting between Jaime (Genomic expert) and Geneticians.

e [E]: Requirements mapped by T2.4.

e [E]: Clinical protocol documentation.

e [R]: European Parliament & Council of the European Union. (2025, February 11).
Regulation (EU) 2025/327 of the European Parliament and of the Council of 11 February
2025 on the European Health Data Space and amending Directive 2011/24/EU and
Regulation (EU) 2024/2847. Official Journal of the European Union, L 63, 5 March 2025.
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Table 46. Variant visualization and familial analysis
43. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Variant visualization and familial analysis
As a Protect child data user (mainly Geneticists)

| want to upload variant files (PED) to the Protect-Child platform and visualize them interactively

So that | can confirm variants, assess inheritance patterns, and filter by clinical relevance or
phenotype.
Initial acceptance criteria [E, L]:
e [E]: Platform allows uploading PED, VCF and BAM files for familial variant visualization.
[E]: Users can upload and manage custom annotation databases.
[E]: Filtering by phenotype and Human Phenotype Ontology (HPO) is supported.
[E]: Differentiates somatic and germline variants, supporting paired normal/tumor files.
[E]: Supports familial/trio analysis via visual family trees (manual, CSV, or newick input).
[E]: Annotates uploaded variants asynchronously (e.g., through ANNOVAR or VEP).
[E]: Integrates IGV or an equivalent web-based viewer for visual confirmation.
[E]: Displays list of available annotation databases and their license status.
[E]: Ensures scalability for large datasets and multiple concurrent visualizations.
Additional notes [L, W]:
e [E]: Familial relationships and paired sample encoding must be clarified.
e [L]: Visualization effort may vary depending on required format standardization.
e [L]: This aspect still requires additional investigation to be conducted in the iterative phase
of T2.1
Information that supports the user story [W]:
e [E]: Meeting between Jaime and Geneticians.

Table 47. Review analysis results and summary statistics
44. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Review analysis results and summary statistics
As a Protect child data user

| want to view and interpret the output of my selected analysis method, including cohort-based
and center-based breakdowns

So that | can extract meaningful insights from the data and evaluate the clinical relevance of my
research findings

Initial acceptance criteria [P]:

e [P]: The Analysis Results tab within the analysis step displays the algorithm used, cohorts
compared, and variables analyzed

e [P]: Crosstab outputs (e.g., polygenic risk scores) are shown in an interactive table, with
totals and percentages

e [P]: The Data Overview within the analysis step tab provides summary statistics (e.g., survival
time, site of risk scores) per cohort and center

e [P]: Variables are aggregated and stratified to support interpretation by both clinical and
methodological experts

e [P]: Visual elements such as bar charts help identify patterns or outliers (e.g., median survival
per center)

e [P]: A “Back” button allows returning to the analytic configuration for further refinements or
comparisons

Additional notes:

e [P, W, LR]: In line with ethical and data protection best practices (e.g., TEHDAS2) the display

of subject-level demographic or clinical data should only be permitted for populations
exceeding a minimum threshold (e.g., n > 10) to prevent re-identification risks.
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Information that supports the user story [P]:
e [P]: Previous projects such as IDEA4RC.

Table 48. Data analysis [Al driven process
45. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Data analysis [Al driven process]
As a Protect child data user

| want to use Al to guide my selection of statistical algorithms based on the types of variables in
my dataset and my analysis goals,

so that | can efficiently run appropriate statistical tests and interpret results relevant to clinical and
genomic research questions.

Initial acceptance criteria [L]:

e [L]: The platform allows users to select data types (e.g., categorical, continuous, binary,
genomic, time-series, survival, multivariate).

e [L]: Users can define a desired analytical goal, such as:

Correlation between variables

Mean comparison between groups
Survival association

Prediction or classification

Multivariate exploration (e.g., clustering)

e [L]: The platform intelligently suggests appropriate statistical analyses based on selected
variables and goals, for instance: Parametric and non-parametric tests (e.g., t-test, ANOVA, Mann-
Whitney U, Kruskal-Wallis), Correlation metrics (e.g., Pearson, Spearman) or Regression models
(e.g., linear, logistic, Cox proportional hazards).

e [L]: The platform includes assumptions and diagnostic checks for suggested tests (e.g.,
normality, homogeneity of variance).

e [L]: The system supports multi-omics data analysis, allowing integration of gene expression,
variant data, and clinical phenotypes.

e [L]: Machine learning analysis pathways are suggested for prediction goals, including
classification (e.g., random forest, SVM) and unsupervised learning (e.g., PCA, clustering).

Additional notes [L]:

e [L]: This proposal outlines a user story intended to enhance support for users during the
analysis process.

e [L]: This aspect still requires additional investigation to be conducted in the iterative phase of
T2.1

Information that supports the user story [W]:

e [W]: Ideally users would like as much support as possible throughout the user journey.

O O O O

o

Table 49. Data download
46: Partners involved: SERMAS-LA Paz, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Data download
As a Protect child data user (mainly Geneticists)

| want to extract pseudoanonymized aggregated data from my CoEs’ Secure Processing
Environments (Data Capsules)

So that | can share data outside PROTECT-CHILD

Initial acceptance criteria [W, E]:

e [W, E]: Aggregated data is available through download in FAIR-compliant formats (e.g.,
JSON, CSV, OMOP Tables).

e [W]: Data is pseudoanonymized and aggregated before download.
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o Ingeneral, the CoE’s FHIR Capsule contains pseudonymized data.

e [L, W, E]: Access rights are provided and logged in accordance with the GDPR.
e [L, W]: Download is logged to comply with GDPR requirements.

e The platform also allows Data Users analyzing genomic data to download their analyses in
the Phenopackets standard (e.g., JSON or Protobuf formats).

Additional notes [W, E]:

e [W, E]: Only Data Users from the CoEs can access to the download of aggregated
pseudonymized data.

e [W]: Agreements and approvals necessary for regulatory compliance (e.g., GDPR
mandated data agreements, ethical approvals, etc.) are to be managed outside the scope
of PROTECT-CHILD (i.e. without PROTECT-CHILD Data Permit, and according to usual
practices).

e [L]: To maintain pseudonymization of genomic data, exported Phenopackets should present
age as a range, remove any local hospital identifiers, and follow all GDPR-aligned
pseudonymization procedures.

e [P, W, LR]: Inline with ethical and data protection best practices (e.g., TEHDAS2) the display
of subject-level demographic or clinical data should only be permitted for populations
exceeding a minimum threshold (e.g., n > 70) to prevent re-identification risks.

Information that supports the user story [W]:

e [W]: Clinicians would ideally prefer individual anonymized data to further evaluate the history
of patients; however, aggregated data is acceptable for now.

e [E]: Requirements mapped by T2.4 and defined by T2.2.

e [E]: Conversation with bioinformatics expert.

Visualization

Table 50. Visualization of data
47. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
Visualization of data
As a Protect child data user (mainly Geneticists)

| want the platform to give a graphical visualization of the results from the analysis conducted

so that | can derive insights from it.

Initial acceptance criteria [S, L]:

e [S]: The platform shows graphical results depending on the analysis conducted.

e [S]: The platform provides interactive graphs to support the exploration of statistical and
predictive model results.

e [S]: The platform includes charts (e.g., bar charts, pie charts, boxplots) to summarize clinical
variables, outcomes, and subgroup distributions.

e [E]: Allows PCA and GED analysis visualization.

e [S]: The platform includes heatmaps to visualize gene expression patterns, variant clustering,
or pathway activation.

e [S]: The platform offers genome sequencing viewers or simplified sequencing tracks to help
visualize variants in genomic context.

e [S]: The platform supports network visualizations to display gene-gene or protein-protein
interactions and pathway relationships.

e [S]: Visualizations are interactive, allow filtering/subsetting of patient cohorts, and display
tooltips or annotations for clinical interpretation.

e [S]: All visual outputs are exportable and can be embedded in reports or shared securely
with authorized collaborators.

e [S]: Visualizations comply with privacy rules, showing only aggregated or de-identified data
where appropriate.

e [E]: The platform also shows the results through tables.
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e [L]: The visualization and tables can be exported in multiple formats, like CSV, XSLX, JPG,
PNG.

Additional notes:
e [L]: This aspect still requires additional investigation to be conducted in the iterative phase of
T2.1
Information that supports the user story [FG, S]:
e [FG]: “If you have a specific question, maybe, to obtain a graphical result or even a
descriptive result, maybe it's better, but this is just something very personal.” — Pediatrician
[S]: How important are the following visualizations? (Graphs) (82%)

[S]: How important are the following visualizations? (Charts) (76%)

[S]: How important are the following visualizations? (Heat map) (72%)
[S]: How important are the following visualizations? (Sequencing) (70%)
[S]: How important are the following visualizations? (Networks) (74%)
[E]: Conversations with bioinformatics expert.

Research finalization

Reporting

Table 51. Generate and finalize a structured report of analysis results
48. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]

Generate and finalize a structured report of analysis results
As a Protect child data user

| want to organize and generate a structured, downloadable report of my analysis

So that | can document findings, support clinical decision-making, and share outcomes with
collaborators or for publication

Initial acceptance criteria [P, L]:
e [P]: Users can enter content into key sections of the report, including:

Project Information

Open Science Information

Data Information
Analysis Information

Results and Findings

e [P]: Report includes a table showing data quality indicators (e.g., completeness,

conformance, plausibility) per center and variable.
[P]: The system compiles this content into a formatted preview document.
[P]: Users can download, Print, or finalize the report.
[P]: A confirmation dialog warns that finalization is irreversible.
[P]: Finalized reports are archived within the workspace with version control.
[P]: Project dashboard reflects the status (e.g., “Completed”) for the Result Report phase.
[L]: Export options should include multiple formats to ensure flexibility in sharing reports.
Additional notes:

e [L]: This aspect still requires additional investigation to be conducted in the iterative phase of

T2.1
e Information that supports the user story [S]:
e [S]: How important is it for you to share the knowledge produced through the platform with

Researchers? (89%)
e [S]: How important is it for you to share the knowledge produced through the platform with
clinical experts? (87%)

[ ]
o O O O O
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e [S]: How important is it for you to share the knowledge produced through the platform with
the Ethical board? (69%)

e [S]: How important is it for you to share the knowledge produced through the platform with
Policy makers? (67%)

e [S]: How important is it for you to share the knowledge produced through the platform with
patients? (62%)

Non-functional requirements

Communication & Support

Table 52. Capsule support
50. Partners involved: SERMAS-LA PAZ, UNIPD, UKE, ISMETT, UPM

Expertise: Data holders (Managers of the platform)
Capsule support
As a Protect child data holder

| want to have documentation and online support to install and update the data capsule

So that | can manage the Protect Child platform and update the data sources.

Initial acceptance criteria [L, E]:
e [L]: Documentation and scripts for installing and updating the data capsule are made available
and maintained by the central technical team.

Additional notes [L]:

e [L]: This aspect still requires additional investigation to be conducted in the iterative phase of
T2.1

Information that supports the user story [E]:

e [E]: Conversations with technical experts and documentation made for other project tasks.

User experience (UX) and user interface (Ul) characteristics

Table 53. UX/UI
52. Partners involved: SERMAS, INETUM, ISMETT, UKE, UNIPD.
Expertise: Data users [Clinical experts such as pediatricians, hepatologists, geneticists, and lab

scientists], researchers [e.g., statisticians, bioinformatics]
UX/UI
As a Protect child data user (mainly Geneticists)

| want the platform to provide an intuitive and user-friendly interface for querying cohort data

so that | can efficiently and intuitively discover metadata, organize my research project, request
data access, conduct a pre-processing and data analysis and finalize my research project

Initial acceptance criteria [L]:

e [L]: Clear and structured Ul ensures that even non-technical users can navigate and retrieve
insights effortlessly.

e [W]: Make the colors accessible for different users.

e [W]: Include maps and visual whenever possible.

Additional notes:

e [L]: This aspect still requires additional investigation to be conducted in the iterative phase of

T2.1

Information that supports the user story [W, FG]:

e [FQ]: “Friendly is quite important” — Pediatrician

e [FG]: “If you open something too complex, you close it”— Lab scientist
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manager

[W]: Accessibility would help to make it more usable.
[W]: “I would like a map of the different centers to see where the data is located” -Data
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Appendix 1. Overview of functional and non-functional requirements
mentioned by authors in each selected article in the Literature Review.

Table 54. Functional and non-functional requirements mentioned by authors in each selected article

ID

(Demchak et al.
2014)

(Xia, Benner,
and Hancock
2014)

(Sante et al.
2014)

(Suciu et al.
2015)

(Sauria et al.
2015)

(Calabria et al.
2015)

(Wolf et al.
2015)
(Bhuvaneshwar
et al. 2016)
(Murtagh et al.
2016)

(Arneson et al.
2016)

(Chen et al.
2016)
(Albuquerque et
al. 2017)
(Davis-Turak et
al. 2017)
(Takai-lgarashi
et al. 2017)
(Danahey et al.
2017)

(Lau et al. 2017)

(Crawford et al.
2018)
(Das et al. 2018)

(Warner et al.
2018)

(Mohr et al.
2018)

(Pearce et al.
2019)

(Xia et al. 2014)

(Raudvere et al.
2019)
(Canakoglu et
al. 2021)
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Main groups of functional requirements

Generaldata
management

Data
processing
and
analysis

v

v

Data
visualization
and
reporting

v

v

Main group of non-functional requirements

Communication
and support
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Platform
technical
infrastructure

v

Ul/UX
characteristics
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(Hombachetal. v v v v - v -
2019)

(Nanni et al. v v v v v v v
2019)

(Verbruggen v v v v - v -
and Menschaert

2019)

(Wiinsch et al. v v v v - v v
2020)

(Cappelli et al. v v v v v v -
2020)

(Kuzmenkov et v v v - - v v
al. 2021)

(Kounelis et al. v v v v v v v
2020)

(Rodchenkovet v v v - - v -
al. 2020)

(Bonomi, v v v v v v v
Huang, and

Ohno-Machado

2020)

(Yousif et al. v v - v v v
2020)

(Yukselenetal. v v v v - v v
2020)

(Holtgrewe et v v v v - v v
al. 2020)

(Maetal.2021) v v v v v v v
(Reska et al. v v v v v v v
2021)

(Pang et al. v v v v v v v
2021)

(Campbelletal. v v v v v v v
2021)

(Ochoa et al. v v v - v v -
2021)

(McLeod et al. v v v v v v v
2021)

(Ullah et al. v v v v - v v
2022)

(Raveendran et v v v - v v v
al. 2022)

(Gilbert et al. v v v v - v v
2022)

(L. Lietal. v v v v v v v
2022)

(Osmond et al. v v v v v v v
2022)

(Reiff et al. v v v v v v -
2022)

(Amer-Yahia et v v v v v v -
al. 2022)

(Pavia et al. v v v v - v -
2023)

(Post et al. v v - - v v v
2023)

(Gilletal.2023) v v v v v v =
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Appendix 2. Overview of requirements identified in the literature '

Functional requirements

1. General Data Management

1.1. DataAcquisition

1.1.1. DataAggregation of Different Sources
1.1.2. DataUpload

1.2. Data Standardization

1.2.1.  Usage of Libraries and APIs

1.2.2. Usage of Pipelines to Standardize Data
1.2.3. Usage of Algorithms to Standardize Data
1.2.4. Usage of Dashboard to Explore and Standardize
the Data

1.2.5. Usage of Customized Data Models to
Standardize Data

1.2.6. DataSHaPER Harmonization Model
1.2.7. Integrate PATRIC and RCBPR

1.2.8. Genomics Data Commons (GDC)

1.2.9. Ensembl

1.2.10. Variant Call Format

1.2.11. Adopting Nomenclature Standards
1.2.12. EUROCAST

1.2.13. Global Ontologies

1.3. DataSharing

1.3.1. Data Sharing Capabilities (Data Distribution,
Information Sharing)

1.3.2. Collaboration Features (Users Can View or
Collaborate on Specific Datasets)

1.3.3. Customizable Access Permissions (e.g., grants
access to case annotation, experiment groups, have read
only access or full edit rights)

1.3.4. User Application for Data Access (Data Access
Application)

2. DataProcessingand Analysis
2.1. DataPre-processing
2.1.1. Inspection of Data Quality
2.1.2. DataNormalization

2.2. DataAnalysis

2.2.1.  Multiple Types of Analysis [Examples: RNA-Seq
Analysis, Single-end (SE) or Paired-end (PE) Sequencing,
Gene Set Enrichment Analysis, ChIP-seq]

2.22. SequencingData

2.2.3. Statistical Analysis

2.24. PathwayAnalysis

2.2.5. NetworkAnalysis

2.2.6. AutomatedPipelines

2.27. Customized Pipelines

2.28. Command-Line Options for Advanced Analysis

3. DataVisualization and Reporting
3.1. Visualization of Data

3.1.1.  Networks

3.12. ScatterPlots

3.1.3. Genome Browser

3.1.4. Heatmaps

3.15.
3.16.
3.17.

Pie Charts
Histograms
Trend Charts

Dashboards

3.2. Generate Reports
3.3. Download Data
3.4. Knowledge Dissemination

3.5. Citation Buttons

Figure 6. Summary of Functional Requirements

Non Functional Requirments

25. Hover Effects

2.6. Dropdown Menus

2.7. Drag-and-Drop Functionality
2.8. Mobile-friendly Interfaces

2.9. Supporting Multiple Languages

1. Communicationand Support | |2. UX/UIFeatures 3. Securityand Compliance
1.1. Feedback from Users 2.1. User-friendly Interface 3.1. Privacy-Protective Measures
1.2. Documentation 2.2. Searching for Data 3.2. User Registration

1.3. Notifications 2.3. Highlighting Specific Regions 3.3. User Authentication

1.4. Communication Between Patients

and Clinicians 2.4. Zoomingin on Graphs 3.4. Consent Management

4. Platform technicalinfrastructure
4.1. Federated Infrastructure

4.2. Scalability and Adaptability

4.3. Application Programming Interfaces (APIs)

Figure 7. Summary of Non-Functional Requirements

' This appendix is composed by two consecutive figures: Figure 1 and Figure 2.
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Appendix 3. Key requirements from technical, clinical and legal experts?

Table 55. Key requirements for IT and technical experts

Requirement Mean SD% IQR Respondents %  Agreement Importance Assessment (3)
% (1) (2)

IMPORTANCE OF PRIVACY- 92% 11% 1 89% Yes Yes Include

PRESERVING TECHNIQUES

NETWORK TOPOLOGIES: 76% 22% 1,5 83% Yes Yes Include

IMPORTANCE OF PEER-TO-

PEER TOPOLOGY

NETWORK TOPOLOGIES: 62% 27% 2,5 78% No Yes Further testing

IMPORTANCE OF
HIERARCHICAL TOPOLOGY
NETWORK TOPOLOGIES: 71% 31% 2 78% No Yes Further testing
IMPORTANCE OF
CENTRALIZED TOPOLOGY
NETWORK TOPOLOGIES: 62%  34% 2,5 83% No Yes Further testing
IMPORTANCE OF HYBRID
TOPOLOGY

DATA PARTITIONING & 96% 7% 0,25 89% Yes Yes Include
LEARNING STRATEGIES:
COMMONALITY OF
HORIZONTAL PARTITIONING
DATA PARTITIONING & 68%  29% 3 89% No Yes Further testing
LEARNING STRATEGIES:
COMMONALITY OF VERTICAL
PARTITIONING

DATA PARTITIONING & 52% 28% 1 89% Yes Yes Include
LEARNING STRATEGIES:
COMMONALITY OF TRANSFER
LEARNING

DATA PARTITIONING & 51%  32% 4 89% No Yes Further testing
LEARNING STRATEGIES:
COMMONALITY OF HYBRID
LEARNING

PARTICIPATION MODEL: 97% 7% 0 89% Yes Yes Include
COMMONALITY PRE-
DETERMINED GOVERNANCE
PARTICIPATION MODEL: 23% 27% 1,5 89% Yes No Further testing
COMMONALITY OPEN
PARTICIPATION

PARTICIPATION MODEL: 34% 32% 3 89% No No Exclude
COMMONALITY HYBRID

APPROACH

COMMONALITY OF USING 82% 14% 0,5 89% Yes Yes Include
HTTP-BASED API

COMMONALITY OF USING 36% 37% 3,5 89% No No Exclude
GRPC

COMMONALITY OF USING 32% 25% 2,25 89% No No Exclude
CUSTOM PROTOCOLS

COMMONALITY OF USING 29% 29% 3 89% No No Exclude
EVENT Bus (E.G., KAFKA)

SUPPORT FOR FEDERATED 68% 27% 1 89% Yes Yes Include
LEARNING ALGORITHMS

SUPPORT FOR FEDERATED 68% 28% 1,25 89% Yes Yes Include
ANALYTICS

[INTEROPERABILITY]

IMPORTANCE OF 82% 25% 1,25 89% Yes Yes Include
STANDARDIZED

ONTOLOGIES/FRAMEWORKS

IMPORTANCE OF 88% 16% 1 89% Yes Yes Include

REPRODUCIBILITY

2 Requirements are provided in three consecutive tables below: Table 1, Table 2 and Table 3.
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IMPORTANCE OF NON-IID
DATA
IMPORTANCE OF lID DATA

IMPORTANCE OF LLM
TRAINING

FRAMEWORK USED:
TENSORFLOW FEDERATED
FRAMEWORK USED: PYSYFT

FRAMEWORK USED: FLOWER
FL

FRAMEWORK USED:
VANTAGEG

FRAMEWORK USED:
PYTORCH

FRAMEWORK USED: NVIDIA
FLARE

FRAMEWORK USED: CUSTOM-
BUILT

IMPORTANCE OF
SYNCHRONOUS UPDATES
[METADATA]

IMPORTANCE OF
ASYNCHRONOUS UPDATES
[METADATA]

IMPORTANCE OF MIXED
UPDATE STRATEGIES
IMPORTANCE OF
DIFFERENTIAL PRIVACY
IMPORTANCE OF
HOMOMORPHIC ENCRYPTION
IMPORTANCE OF SECURE
MULTI-PARTY COMPUTATION
[INTEROPERABILITY]
IMPORTANCE OF
COMPUTATIONAL EFFICIENCY
[INTEROPERABILITY]
IMPORTANCE OF
COMMUNICATION EFFICIENCY
[INTEROPERABILITY]
IMPORTANCE OF MODEL
ACCURACY
[INTEROPERABILITY]
IMPORTANCE OF PRIVACY
GUARANTEES
[INTEROPERABILITY]

75%

75%
51%

55%

44%
59%

74%

55%

33%

50%

60%

61%

53%

68%

63%

58%

65%

67%

83%

89%

24%

16%
29%

35%

32%
27%

31%

35%

38%

34%

22%

24%

26%

26%

30%

28%

21%

14%

15%

1,25

1
2,25

3,75

2,5

0,75

1,5

1,5

0,25

89%

89%
89%

78%

67%
72%

78%

72%

6%

56%

89%

89%

89%

83%

83%

89%

89%

89%

89%

89%

Yes

Yes
No

No

No

Yes

Yes

No

Yes

No

No

No

Yes

Yes

No

Yes

No

No

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Include

Include

Further testing
Further testing

Exclude

Include
Include
Further testing
Further testing
Exclude

Further testing
Further testing

Include
Include
Further testing

Further testing
Further testing
Further testing
Include

Include

Note: The mean values are converted from a 1-7 Likert scale to percentages, and the standard deviation is
adjusted accordingly to match the transformed scale.
TAgreement is considered "Yes" when the Interquartile Range (IQR) is less than 2, indicating consensus among

respondents.

2Importance is marked as "Yes" when the average rating exceeds 50%.

3 Assessment criteria is based on the alignment between agreement and important.

Table 56. Key requirements for Clinical Experts and Healthcare providers

Requirement

Mean% SD% IQR Respondents

%

Agreement

(1)

Importance

(2)

Assessment

(3)

IMPORTANCE OF
ACQUIRING GENOMIC DATA
FROM MULTIPLE SOURCES.
IMPORTANCE OF
UPLOADING YOUR OWN
GENOMIC DATA INTO A
SYSTEM.

RELEVANCE OF THE
PATRIC DATA MODEL.
[INTEROPERABILITY]

WP2_D2.1

83% 16% 1 56%

79% 16% 0 56%

44% 19% 0 34%

PROTECT CHILD

Yes

Yes

Yes

Yes

Yes

No

Include

Include

Further testing
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RELEVANCE OF THE
GENomic DATA MODEL.
[INTEROPERABILITY]
RELEVANCE OF THE
DATASHAPER MODEL.
[INTEROPERABILITY]
RELEVANCE OF THE
OMOP MODEL.
[INTEROPERABILITY]
RELEVANCE OF THE FHIR
MODEL.
[INTEROPERABILITY]
RELEVANCE OF THE VCF
MODEL.
[INTEROPERABILITY]
RELEVANCE OF THE
PHENOPACKET MODEL.
[INTEROPERABILITY]
IMPORTANCE OF VCF FILE
FORMAT.
[INTEROPERABILITY]
IMPORTANCE OF FASTQ
FILE FORMAT.
[INTEROPERABILITY]
IMPORTANCE OF BAM FILE
FORMAT.
[INTEROPERABILITY]
IMPORTANCE OF IDAT FILE
FORMAT.
[INTEROPERABILITY]
IMPORTANCE OF
EFFICIENCY IN DATA
SHARING DECISIONS.
IMPORTANCE OF SECURITY
IN DATA SHARING
DECISIONS.

IMPORTANCE OF PROJECT
SCOPE IN DATA SHARING
DECISIONS.

IMPORTANCE OF
INSPECTING DATA QUALITY
BEFORE ANALYSIS.
IMPORTANCE OF
AUTOMATED CHECKS FOR
DATA COMPLETENESS.
IMPORTANCE OF
EPIDEMIOLOGICAL
ANALYSIS.

IMPORTANCE OF
PREDICTIVE MODELLING.
IMPORTANCE OF
STATISTICAL ANALYSIS.
IMPORTANCE OF DATA
VISUALIZATION.
IMPORTANCE OF
EXPLORATORY DATA
ANALYSIS.

IMPORTANCE OF Al
MODELLING.

IMPORTANCE OF
PREVENTIVE MODELS.
IMPORTANCE OF
REPRODUCIBILITY IN
RESEARCH.

IMPORTANCE OF
COMMAND-LINE TOOLS FOR
ANALYSIS.

WP2_D2.1

63%

48%

62%

63%

65%

58%

64%

62%

64%

67%

84%

82%

84%

87%

81%

68%

81%

83%

74%

76%

75%

63%

81%

67%

14%

17%

14%

17%

22%

14%

22%

18%

21%

24%

12%

13%

15%

11%

13%

25%

25%

25%

25%

23%

22%

20%

22%

21%

1,25 38%
0 34%
1 41%
1 41%
2 41%
0,75 19%
2 41%
2 41%
2 44%
2 16%
0,75 56%
1,75 56%
2 56%
1 56%
1 56%
2 56%
1 56%
1,75 56%
1 56%
1 56%
1 56%
1,75 31%
1,75 56%
1,75 56%

PROTECT CHILD

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Include
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IMPORTANCE OF GRAPHS.
IMPORTANCE OF CHARTS.

IMPORTANCE OF HEAT
MAPS.

IMPORTANCE OF
SEQUENCING
VISUALIZATIONS.
IMPORTANCE OF NETWORK
VISUALIZATIONS.
IMPORTANCE OF BEING
ABLE TO
DOWNLOAD/EXPORT DATA.
IMPORTANCE OF SHARING
KNOWLEDGE WITH
CLINICIANS.

IMPORTANCE OF SHARING
KNOWLEDGE WITH
RESEARCHERS.
IMPORTANCE OF SHARING
KNOWLEDGE WITH
PATIENTS.

IMPORTANCE OF SHARING
KNOWLEDGE WITH POLICY
MAKERS.

IMPORTANCE OF SHARING
KNOWLEDGE WITH ETHICAL
BOARDS.

IMPORTANCE OF
PROTECTING DATA
PRIVACY IN RESEARCH.
IMPORTANCE OF STAYING
UPDATED ON GENOMIC
DATA SECURITY
STANDARDS.

IMPORTANCE OF A MOBILE-
FRIENDLY PLATFORM.
IMPORTANCE OF
MULTILINGUAL PLATFORM
SUPPORT.

IMPORTANCE OF RECEIVING
PLATFORM NOTIFICATIONS.
IMPORTANCE OF ACCESS
To FEDERATED
COMPUTING
INFRASTRUCTURE.
IMPORTANCE OF
COMPUTATIONAL
EFFICIENCY.

IMPORTANCE OF
COMMUNICATION
EFFICIENCY.

IMPORTANCE OF MODEL
ACCURACY.

IMPORTANCE OF PRIVACY
GUARANTEES.
IMPORTANCE OF
HORIZONTAL
PARTITIONING.
IMPORTANCE OF VERTICAL
PARTITIONING.
IMPORTANCE OF TRANSFER
LEARNING.

IMPORTANCE OF HYBRID
PARTITIONING.

WP2_D2.1

82%
76%
72%

70%

74%

81%

87%

89%

62%

67%

69%

77%

76%

63%

67%

65%

79%

86%

83%

88%

85%

76%

70%

70%

74%

19%
22%
22%

22%

23%

27%

25%

24%

24%

27%

27%

28%

24%

26%

30%

27%

16%

13%

12%

13%

19%

21%

27%

26%

26%

1,75

1,75

1,75

1,5

0,5

1,5

1,5

2,5

2,5

56%
56%
56%

56%

56%

56%

56%

56%

56%

56%

56%

72%

72%

72%

72%

72%

72%

72%

72%

72%

72%

72%

72%

72%

72%
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No

Yes

Yes

Yes
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Yes

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

No

Yes
Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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IMPORTANCE OF PRE-
DETERMINED PARTICIPANT
SELECTION.

IMPORTANCE OF OPEN
PARTICIPANT SELECTION.
IMPORTANCE OF USING A
MIXED APPROACH.
RELEVANCE OF
TENSORFLOW.
RELEVANCE OF PYSYFT.

RELEVANCE OF FLOWER.

RELEVANCE OF
VANTAGEG.

RELEVANCE OF CUSTOM-
BUILT FRAMEWORKS.
RELEVANCE OF PYTORCH.

67%

60%

65%

60%

56%
56%
58%

63%

61%

27% 1
29% 2
24% 2
26% 2
23% 1
25% 0,5
27% 1,25
19% 2
26% 2

72%

72%

72%

50%

50%
47%
50%

50%

47%

Yes

Yes

Yes

Yes

Yes
Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
Yes

Yes

Yes

Yes
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Include

Include

Note: The mean values are converted from a 1—7 Likert scale to percentages, and the standard deviation is
adjusted accordingly to match the transformed scale.
1Agreement is considered "Yes" when the Interquartile Range (IQR) is less than 2, indicating consensus among

respondents.

2Importance is marked as "Yes" when the average rating exceeds 50%.

3 Assessment criteria is based on the alignment between agreement and importance.

Table 57. Key requirements for data governance and compliance experts
Respondents %

Requirement

Mean

%

SD %

IQR

Agreement

(1)

Importance Assessment

(2)

(3)

IMPORTANCE OF DEVELOPING
STANDARDIZED EU BEST PRACTICES
FOR FEDERATED COMPUTING TO
ENSURE COMPLIANCE WITH DATA
SOVEREIGNTY REGULATIONS.
RELEVANCE OF EU-WIDE STANDARDS
FOR FEDERATED COMPUTING TO
MINIMIZE PRIVACY RISKS IN CROSS-
BORDER DATA TRANSFERS AND
SUPPORT INNOVATION.

CRITICALITY OF CONSISTENT EU
STANDARDS FOR FEDERATED
COMPUTING TO HARMONIZE DATA
GOVERNANCE ACROSS JURISDICTIONS
VALUE OF AN EU-WIDE APPROACH TO
FEDERATED COMPUTING FOR
TRANSPARENCY, AUDITABILITY, AND

TRUST IN DECENTRALIZED PROCESSING.

IMPORTANCE OF EU GUIDELINES FOR
FEDERATED COMPUTING IN BALANCING
DATA SOVEREIGNTY WITH CROSS-
BORDER HEALTHCARE RESEARCH.
IMPORTANCE OF EU-WIDE BEST
PRACTICES FOR FEDERATED
COMPUTING TO ENSURE GDPR
COMPLIANCE (E.G., DATA
MINIMIZATION, PURPOSE LIMITATION).
RELEVANCE OF STANDARDIZED EU
GUIDELINES FOR FEDERATED
COMPUTING TO PROMOTE PRIVACY-BY-
DESIGN AND PRIVACY-BY-DEFAULT.
CRITICALITY OF ALIGNING PRIVACY-
PRESERVING TECHNIQUES WITH EU
STANDARDS IN FEDERATED COMPUTING
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69%

76%

67%

71%

67%

83%

71%

69%

31%

23%

32%

34%

25%

19%

30%

33%

1,25

1,5

2,5

1,5

2,5

100%

PROTECT CHILD

88%

88%

88%

88%

88%

88%

88%

Yes

Yes

No

No

No

Yes

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Include

Include

Further testing

Further testing

Further testing

Include

Further testing

Further testing
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VALUE OF EU STANDARDS FOR 74% 36% 3 88% No Yes Further testing
FEDERATED COMPUTING TO MITIGATE
RISKS SUCH AS DATA BREACHES.
IMPORTANCE OF STANDARDIZED EU 69% 33% 2,5 88% No Yes Further testing
PROTOCOLS FOR FEDERATED
COMPUTING TO SUPPORT REGULATORY
APPROVAL AND BUILD TRUST.
IMPORTANCE OF DATA SHARING FOR 67% 17% 1 38% Yes Yes Include
RESEARCH AND INNOVATION TO
IMPROVE HEALTHCARE IN EUROPE.
IMPORTANCE OF CONDUCTING RISK 67% 20% 1 63% Yes Yes Include
ASSESSMENTS BEFORE DATA SHARING
DECISIONS IN FEDERATED SYSTEMS.

CRITICALITY OF RETAINING DATA ON- 67% 18% 0,75 75% Yes Yes Include
PREMISES FOR REGULATORY

COMPLIANCE.

NEED TO ADDRESS REGULATORY RISKS 88% 16% 1,5 88% Yes Yes Include

IN FEDERATED COMPUTING: ENSURING
DATA PROTECTION AND PRIVACY
COMPLIANCE.

NEED TO ADDRESS REGULATORY RISKS 62% 28% 2,5 88% No Yes Further testing
IN FEDERATED COMPUTING: POTENTIAL
LACK OF TRANSPARENCY OR
AUDITABILITY.

NEED TO ADDRESS REGULATORY RISKS 69% 31% 2,5 88% No Yes Further testing
IN FEDERATED COMPUTING:
CHALLENGES IN ACCOUNTABILITY AND
OVERSIGHT.

NEED TO ADDRESS REGULATORY RISKS 71% 33% 3 88% No Yes Further testing
IN FEDERATED COMPUTING: RISK OF
NON-COMPLIANCE WITH LEGAL
FRAMEWORKS.

IMPORTANCE OF ENABLING RAPID 67% 18% 2 75% No Yes Further testing
IDENTIFICATION OF CROSS-NATIONAL
HEALTH ISSUES THROUGH FEDERATED
COMPUTING

IMPORTANCE OF ENABLING EFFICIENT 72% 17% 1,5 75% Yes Yes Include
DATA SHARING ON RARE DISEASES VIA
FEDERATED COMPUTING SYSTEMS.

IMPORTANCE OF MODEL ACCURACY IN 78% 23% 2,25 75% No Yes Further testing
FEDERATED COMPUTING, ESPECIALLY IN

HEALTHCARE USE CASES.

IMPORTANCE OF STRONG PRIVACY 81% 25% 2,5 75% No Yes Further testing

GUARANTEES IN FEDERATED
COMPUTING, SUCH AS ANONYMIZATION
AND DATA PROTECTION.

Note: The mean values are converted from a 1—7 Likert scale to percentages, and the standard deviation is
adjusted accordingly to match the transformed scale.

1Agreement is considered "Yes" when the Interquartile Range (IQR) is less than 2, indicating consensus among
respondents.

2Importance is marked as "Yes" when the average rating exceeds 50%.

3 Assessment criteria is based on the alignment between agreement and importance.
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Appendix 4. Frequency of codes discussed during first workshop

Technical enablers for data _
collection and accesibility

Data quality, standardization & _
formats

Ethical, legal and regulatory _
challenges and needs

Patient communication =

Data sharing and interoperability =

Current procedures of legal, _
private, and ethical protocols
Vision: A clinician-focused

dashboard that supports clinical -
decision-making, benchmarking.

Data access -

Category

. Vision
. Challenges and needs
. Technical enablers and solutions

. Other topics

o) Data analysis needs -
3

O Technical enablers for data _
security & privacy preservation

Usability challenges & needs (user _
friendliness)

Visualization needs -

Vision of the platform: Support & _
documentation

Technical enablers for scalability _
& performance

Vision of the platform: Open source _
& flexibility

Data storage =

Vision of the platform: Research _
collaboration

Financial matters =

o -

100 150 200
Frequency of codes (21 Occurrence)

[*a)
o

Figure 8. Frequency of discussed topics per category
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Appendix 5. Legends and acronyms used throughout the Protect-Child
project

L: Logic

LR: Literature Review

P: Previous work (e.g., IDEARC, previous similar European projects)

FG: Focus group

W: Workshop

E: Formal and informal expert insights

S: Survey

R: Regulation (e.g., EHDS)

Stakeholders: A group of experts involved in the development of Protect Child (e.g., clinical experts
and healthcare providers, researchers, IT and technical experts, data governance and compliance).
CoE: Center of Expertise

Data: Electronic health records, genomic data, etc.

Cohort: A group of individuals having a statistical factor (such as age or class membership) in common
in a demographic study.

Metadata: Structured and descriptive information about data. In protect child this include information
such as ownership of the data, data sources, description of variables (e.g., viral, bacterial infections,
drug related toxicity, organ failure), data quality (conformance, completeness, plausibility), patient
consent, ethical requirements

Data holder: Under the EHDS, a health data holder is a public sector body responsible for managing
and granting access to health data while ensuring compliance with ethical and legal standards. In
alignment with these principles, the PROTECT-CHILD Project oversees the PROTECT-CHILD-SPE
capsules, which function as data holders.

Data capsule: The data holder in protect child managed by the centers of expertise. The data capsules
providing reference implementation methods and architectures for standard and interoperable
integration of disparate private data-oriented environment and multiple application paradigms, from
conventional data queries to the training and validation of Al models.

Data manager: The data managers oversee the collection, curation, validation, and secure storage of
high-quality data, serving as a bridge between technical systems and research or clinical teams to
ensure reliable and compliant data use.

Data user: As defined by the EHDS data users include researchers, healthcare professionals,
innovators, and policymakers who access health data under an authorized permit. Within the
PROTECT-CHILD Project, this category specifically includes researchers and clinical experts such as
geneticists, pediatricians, and epidemiologists.

Dataset: A structured collection of data organized and stored together for analysis or processing. The
data within a dataset is typically related in some way and taken from a single source or intended for a
single project. In the case of Protect Child a dataset is a collection of healthcare data, sometimes
including genomic data.

Workspace (for research project management): A workspace is a digital environment where data
users can organize, manage, and track all aspects of a research project, including data access
requests, analyses, and reports, enabling streamlined workflow, reproducibility, and project oversight.
OMOP: The Observational Medical Outcomes Partnership (OMOP) is a common data model for
organizing healthcare data from various sources.

FHIR: Fast Healthcare Interoperability Resources (FHIR) is a healthcare data standard with an
application programming interface (API) for representing and exchanging electronic health records
(EHR)

ETL: Extract, Transform, Load

NLP: Natural language processing

NLU: Natural language understanding
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SPE: Secure Processing Environment.

Fractal architecture: A distributed system operated through microservice, which composes smaller,
self-similar components, called fractal leaves. In this architecture, the fractal leaves share the same
properties, which enables them to be combined in different ways to create larger microservices to
perform more complex tasks.

Federated Learning (FL): An advanced machine learning approach that enables collaborative model
training across decentralized devices or entities without the need to share raw data. Instead, models
are trained locally on each device using their respective data, and only model updates (gradients) are
sent to a central server for aggregation.

Federated Analytics (FA): Focuses on statistical analysis of distributed data without sharing sensitive

information. Aggregated statistics are computed locally and shared, preserving data privacy.

Federated Computing (FC): A privacy-preserving approach where data stays on local devices,
creating information asymmetry between servers and clients.

Differential Privacy (DP): A privacy-preserving technique that protects individual data by adding
controlled noise to datasets.

Centralized architecture: A server that aggregates results from clients.

Hierarchical architecture: An approach that introduces an intermediate layer, where devices act as
both clients and servers, increasing redundancy and robustness, ensuring insights are still generated
even if a cluster fails.

Decentralized (peer-to-peer) architecture: A type of architect where there is no central server, making
it more complex to manage and challenging for ML models to converge.

Mesh: A service mesh or simply mesh is an infrastructure layer that enables managed, observable, and
secure communication between workload instances.

Microservice: An architectural and organizational approach to software development where software
is composed of small independent services that communicate over well-defined APls.

Protect-Child Orchestrator: This is a secure processing environment (SPE) that presents the
metadata of each Centers of Expertise (CoE), allows for the access to the data once the data permit
application is granted, presents the data aggregated for the preprocessing and data analysis and allows
to export the results of the data analysis.

Protect-Child Ecosystem: It is a combination of components such as the EHD Capsule that supports
the secure processing of the data.

FAIR principes: Findability, Accessibility, Interoperability and Reusability

Data quality dimensions: conformance, completeness, plausibility

EHDS: European Health Data Space Regulation

GDPR: General Data Protection Regulation

HDAB: Health Data Access Body
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Appendix 6. Overview of stakeholders to be further involved in the

process of requirements elicitation and negotiation

Table 58. Overview of stakeholders to be further involved in the process of requirements

Category Stakeholders Involvement Notes
Phase
Clinical Experts * Pediatricians During & Core data users

(Data Users)

Potential Future
Stakeholders
(Data Users)

Data Providers
(During Project
& New Centres)

Data Security &
Governance
Stakeholders

Data
Processors
(Project
Development)

WP2_D2.1

¢ Immunologists

* Nephrologists

¢ Clinical Pharmacologists

* Hepatologists

e Surgeons

¢ Geneticists

¢ Clinical Researchers (including specialists
above)

¢ Epidemiologists

* Pharmacologists

e Pharma Companies

* Biotech Companies

* Biomolecular Researchers / Biologists
* Hospital Managers

¢ Healthcare Policymakers

¢ Insurance Companies

* Patient Associations

¢ [T Experts

Chairperson & Staff (capsule setup, automated

extraction)

e Data Managers (data extraction and annotation)

* Data Domain Experts (in collaboration with
clinicians)

¢ Bioinformaticians (‘omics data processing,
biomarker extraction)

¢ IT Security Office Experts

¢ Data Protection Officers

® Legal and TTO Representatives

¢ Ethical Experts (from ethics committees)

¢ IT Experts (data models, capsule population,
NLP systems)

¢ Bioinformaticians (‘omics data processing)
¢ Geneticists (biological materials & data
extraction)

e |T Security Department (data backup,
protection)

PROTECT CHILD

After Project

After Project

During
Project &
Onboarding

Continuous

During
Project

across clinical
domains

To be evaluated
by data
providers for
acceptance or
rejection

Supply and
maintain project
data

Oversee
governance,
privacy, and
compliance

Responsible for
processing,
analysis, and
technical
infrastructure
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